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Montenegro, the youngest UN member, restored its statehood 
at the referendum held in May 2006. By that democratic act, 
it regained its international status recognized in 1878 at the 
Congress of Berlin. Although small in size, Montenegro is very 
rich in history and culture, and is best reflected in a harmonious 
coexistence with many nations and religions living in this area. 
Our country has been the only one that did not suffer fighting in 
its territory during the war in the Western Balkans. 

One of the most important decisions, made by the Montenegrin 
government, following renewed statehood, addressed the need 
to establish the Montenegrin armed forces. As a state with 
700.000 citizens, with a growing economy and without direct 
foreign threats, there was a debate as to whether our country 
needs or could afford armed forces. Conversely, there was a clear 
social consensus that security and stability of our region was still 
vulnerable: but also a belief that they are attainable. Therefore, 
we are firmly convinced today that complete stability of this 
region could be found within Euro-Atlantic integration of all the 
countries.   

Montenegrin armed forces have been functioning for four years, 
and many things have been done regarding their modernization, in 
equipment as well as in training their personnel in acquiring new 
knowledge, skills and procedures. This brings them increasingly 
closer to the standards of NATO members. Although small in 
number, with only 2356 members, the armed forces consist of 
units of army, navy and air force.  

We believe that responsible states in the international community, 
and every future NATO member, should contribute to world peace 
and stability. Therefore, by deploying the Montenegrin armed 
forces personnel in peace keeping missions, our country is showing 
its commitment to keeping peace, and is giving its contribution 
to collective security. If one wants to be within the collective 
security system, then one cannot only be a user but should also 
give its contribution to that system functioning and development.  

Participation of 31 Montenegrin soldiers in ISAF peace keeping 
mission is a confirmation of success in reaching full interoperability 
with NATO forces. During my first visit to Afghanistan in May this 
year, I had an opportunity to directly see their professionalism in 
performing their tasks, which was also confirmed by German and 
Hungarian commanders in the northern region of the country. An 
excellent preparation of our soldiers by the American company 
MPRI has also contributed to the success of our first mission in 
Afghanistan so far. I want to thank our partners, especially the 
USA and the state of Maine for their support in conducting defense 
system reforms and modernization of our armed forces. 

Besides the peace keeping mission in Afghanistan, our soldiers 
also participate in UNMIL mission in Liberia, and our first officers 
will soon be deployed in EU mission NAVFOR ATALANTA, in order to 
contribute to fight against piracy.   

After regaining its statehood, Montenegro has determinedly 
started its way to NATO and EU integration.  We are convinced 
that those two alliances are the best framework to achieve 
national security and economic progress.  This will bring a 
higher standard of living to our citizens, based on the model of 
developed countries in Europe and the whole world. Four years 
later, this has proved to be justified and useful in so many ways. As 
regards NATO integration, we believe that the benefits of future 
membership are significant, primarily in strengthening national, 
as well as regional security, which has a direct impact on all the 
countries in the Western Balkans region. Furthermore, it is very 
important for small countries like Montenegro to strengthen our 
position in international relations, with our strategic partner, 
the USA, and with numerous European states. Moreover, having 
in mind the experience of the neighboring countries and many 
countries from central Europe, we believe that NATO accession 
will ensure stability and attractiveness of our business market 

Montenegro – a Reliable Defense Partner
By Boro Vučinić, Minister of Defense, Montenegro 
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NATO Secretary General Anders Fogh Rasmussen meets with the Minister of 
Defence of Montenegro, Boro Vucinic and the Minister of Foreign Affairs of 
Montenegro, Milan Rocen.

Minister of Defence Boro Vucinic meets with members of the ISAF peace 
keeping mission in Afghanistan
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for new investments, since safety is a prerequisite for capital. 
Being a European tourist destination, security provided by NATO 
definitely contributes to an increased interest of tourists for our 
country.      

Montenegro has a significant geostrategic position in the 
Mediterranean, and by our joining NATO, the Alliance will cover 
the Mediterranean Sea, from its north side, with its members and 
partners, which will give a new dimension to that strategically 
important area. Therefore, I believe that our country will, in 
that sense, contribute to the overall security of the Euro-Atlantic 
area. Secondly, Montenegro, a country recognized as a factor of 
peace and stability in the Balkans, with its NATO membership, 
will continue to contribute to the stability of this region, where 
there are still certain open issues. Finally, our contribution to 
NATO missions, within our capacities, has, besides its effective 
contribution on the spot, a very symbolic message of our 
commitment to fight against terrorism and strengthening world 
peace. 

Having in mind three years of our membership in NATO’s 
Partnership for Peace cooperation program, Montenegro has been 
granted, with almost record speed, and due to its hard work, 
a Membership Action Plan (MAP), and has thus gained NATO 
candidate status. In those three years, by successfully meeting 

our obligations, we have earned an absolute support of NATO 
allies to continue even more intensively with our way towards 
that status. MAP is an indicator and confirmation of success in 
our defense system reforms and other segments of our society, as 
well as both an incentive and obligation to continue the way we 
have started. The fact that MAP has helped nine countries so far 
to become NATO members speaks volumes about its importance. 
At the moment, we are working on our first Annual National Plan, 
which will start to be implemented in September this year. Since 
we are willing to make the most of our efforts to successfully 
reach the goals set in MAP, I am convinced that we will move 
towards full-fledged membership in an accelerated way, as we 
have done so far. We are additionally encouraged by the messages 
of the political leaders from the West, that Montenegro could be 
the first next NATO member.  

The Minister of Defense of Montenegro, Boro Vucinic, was 
appointed in 2006 after extraordinary parliamentary elections 
following the referendum in which Montenegro renewed its 
independence. He is  committed to implementing defense 
sector reforms, and fulfilling these standards on Montenegro’s 
path towards NATO.
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In 2009 when NATO set out to rewrite its Strategic Concept 
– a foundation document that provides the strategic vision for 
the Alliance – NATO members knew it was going to be a risky 
undertaking.  They knew that drafting such a document while 
the Alliance was heavily engaged in a complex counterinsurgency 
mission in Afghanistan would be challenging.  Charting a future 
course for an Alliance of 28 members, each with its own concerns 
and ambitions, was sure to be difficult, but even more so when 
Allies seemed split on whether the Alliance should focus its 
defense effort at home or on missions away that address security 
challenges out of area.  Still, NATO pressed ahead, concluding 
that a new Strategic Concept was needed not just to address new 
challenges, but especially to renew the public’s understanding of 
the Alliance’s purpose and to recommit Allies to NATO’s core task, 
the common defense of its members.  

What the Alliance did not know at the time, however, was how 
much its Strategic Concept deliberations would be affected by 
both the global financial crisis and a smaller-scale financial crisis 
in NATO’s own headquarters.  As a result, the Alliance is now 
facing the dual challenge of delivering a document that “sings” 
and inspires its members to elevate NATO to new heights, while 
coping with the harsh reality that resources are scarce to reach 
these heights.  Can the Alliance chart an ambitious future in light 
of such constraints?  Some are betting it can’t.  But with bold and 
innovative reforms at NATO, the Alliance might just hit its mark.

The New Strategic Concept

While the 2010 Lisbon Summit is still months away and no official 
draft of the new Strategic Concept yet exists, NATO members 
have a fairly good feel for what they hope the new document 
will say.  Thanks to a special “Group of Experts” formed in the 
late summer of 2009 by Secretary General Anders Fogh Rasmussen 
and co-chaired by former Secretary of State Madeleine Albright, 
member states and outside experts have had many opportunities 
to debate the future of the Alliance.  In a series of seminars on 

both sides of the Atlantic and in both public and private sessions 
at NATO itself, members have discussed NATO’s future roles and 
missions, capabilities, and partnerships.  What has emerged is 
a broad set of principles and goals that will likely serve as the 
foundation for the draft that Rasmussen will pen this summer.  

Roles and Missions

The new Concept should reaffirm to any who may doubt that 
NATO’s core role of providing for the defense of its members 
remains at the center of all Alliance actions and deliberations.  
NATO’s ability to ensure the credibility of this commitment to 
common defense is paramount, and much of the Concept provides 
strategic guidance on what NATO should plan for and be able to 
do in order to guarantee its commitment.  After the Summit and 
with Concept in hand, the Alliance’s political and military arms 
will take on the effort to implement that guidance.  When Heads 
of State and Government board their aircraft to leave Lisbon at 
the Summit’s end, they will leave with a solemn charge: they 
must lead their nation to do its part in keeping strong the Alliance 
commitment to the common defense.

The Alliance appears to be building consensus around the idea 
that NATO needs to be increasingly focused on the safety and 
security of its own member states but without jeopardizing its 
global role.  In other words, NATO can’t afford to lose sight of 
its Article 5 commitment (“an attack on one is an attack on all”) 
and should ensure that all of its members, particularly the newer 
ones, feel that their security concerns are adequately addressed.  
Simultaneously, however, most members agree that NATO plays an 
increasingly important role out of area, whether in Afghanistan or 
the Balkans or off the coast of Somalia.  What the new Strategic 
Concept will need to do is stress the importance of balancing both 
of these roles.  

Members will also expect the new Strategic Concept to address 
new threats.  To be sure, the threats NATO was designed to 

The NATO Summit in Lisbon: Charting NATO’s Future in 
a Resource Constrained Environment
By  Jim Townsend and Julianne Smith
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Flags of the 28 NATO member countries 
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address some 61 years ago are a far cry from those that member 
states face today.  The challenge here, however, is getting 
member states to agree on those that are best suited for NATO 
to tackle.  The Alliance is simply ill-equipped to take on every 
threat members consider to be critical and would risk serious 
overstretch if it aimed to do so.  But certain threats – such as 
cyber-attacks, the proliferation of WMD, and the implications of 
melting ice in the Arctic – do appear to be on the minds of many 
Allies.  As a result, members will expect the Strategic Concept to 
address these non-traditional threats and detail how NATO might 
play a role in countering them.

Capabilities

In the category of capabilities, consensus is slowly building here 
as well, although the Alliance will no doubt spend considerable 
time in the months before the Lisbon Summit working this 
particular issue.  Most members will readily admit that NATO 
has made modest but insufficient progress in fulfilling capability 
shortfalls identified over the past 20 years.  This trend is 
worrisome, particularly as the Alliance works to grapple with its 
role in addressing new threats, which could easily add to NATO’s 
existing list of capability shortfalls.  If, for example, NATO is 
going to strive to be more active in the area of countering cyber-
attacks, does it possess the political will to make the investments 
needed in building capacity in this area?  If it does acquire new 
capabilities in this area, how does that impact Alliance efforts to 
address more traditional shortfalls?  This is where the scarcity of 
resources will be felt the hardest.  

Adding another layer of complexity to the deliberations on 
capabilities, Afghanistan is presenting the Alliance with real-
time lessons learned that have been extremely constructive in 
highlighting what NATO might need the next time it finds itself in a 
similar mission.  Members agree that in the future, they’ll need to 
be better equipped especially in the areas of counter-IEDs, UAVs, 
and helicopters.  In addition, Afghanistan has provided more than 
enough evidence to support the importance of a “comprehensive 
approach” in which military tactics and capabilities are paired 
with those on the civilian side.  NATO has made some important 
strides in this regard but has a long way to go before it can argue 
that it has truly made the full transition to a comprehensive 
approach.  

Partnerships

Finally, in regards to partnerships, members are quick to highlight 
the value of the Alliance’s long history of partnership programs 
both with countries that are keen to someday become members 
and those that hold no such ambition.  But members will also 
admit that many of the Alliance’s partnership programs are 
suffering from atrophy and lack focus.  The hope is that the 
Strategic Concept will provide the Alliance with an opportunity 
to streamline some of those programs and breathe fresh life into 
NATO’s partnership agenda.

Delivering the Promise in Lean Times

What is clear is that the Alliance doesn’t lack fresh ideas or 
the determination to draft a new Strategic Concept.  But the 
fundamental question at hand is how the Alliance will deliver 
in the three categories listed above in light of severe resource 
constraints.  If NATO has any hope of advancing an ambitious 
agenda for its future during such lean times, it will need to pursue 
three paths simultaneously:  

First, the Alliance will need to identify cost savings and undertake 
deep reforms.  Thanks to the news in early 2010 that NATO was 

facing a sizeable deficit in common funds of over 600 million Euros, 
the Alliance set to work immediately on near-term budgetary 
measures that would help alleviate that crisis.  Since January, 
the Alliance has deferred a number of projects, creating financial 
headroom for defense by prioritizing projects and deferring 
expenditures for a year.  This has been handled by a special 
“Senior Officials Group” that has been effective in presenting 
immediate proposals to the Alliance to offset the current financial 
crisis and to provide tools to better manage Alliance financing.  

Second, the Alliance will need to take another look at creative 
approaches to capability improvements, such as pooling and 
role specialization.  Some Allies have made impressive progress 
at the national level in this regard but national efforts remain 
uncoordinated and too few in number.  More will need to be done 
to examine the lessons learned from such experiences while 
proposing ways other NATO members, especially the smaller ones, 
might pursue cost savings by pursuing a similar path.  The global 
financial crisis has finally provided member states more reason 
to put aside parochial interests and cooperate in order to reduce 
costs.

Finally, NATO will need to enhance its common funding.  Increasing 
the amount of common funds contributed by Allies will be difficult 
given current financial difficulties, but if NATO can better spend 
the common funds it has, with some increase on the margins, 
it can better support the mission areas identified in the new 
Strategic Concept. 
    
Conclusion 

NATO’s Summit in Lisbon this November has all the markings of 
being truly historic.  Not only will Heads of State and Government 
agree to a new Strategic Concept, but the Summit should see 
agreement on a package of reforms that will keep the Alliance 
capable and its Article 5 commitment credible, including: 
agreement on territorial Missile Defense, a more streamlined 
command structure, a dramatic reduction in the number of 
committees, and a reduction and consolidation of NATO Agencies.  
Also before Alliance leaders will be an initiative to complete a 
number of capability improvements already in the works but 
vulnerable to the financial crisis.  

But the Summit will be only a moment in time, and the agreements 
produced there mere paper if nations do not leave Lisbon 
recommitted to one another’s security and dedicated to the job 
at hand.  For NATO nations, that job is to provide the forces and 
resources required to meet the challenges to Alliance common 
security, whether in the field in Afghanistan, the Balkans, off 
of Somalia, in Iraq, or around the table at NATO headquarters, 
in the military command structure and in NATO capitals.  The 
citizens of the Alliance expect their leaders to provide for their 
security.  It is the responsibility of Alliance leaders to ensure that 
the participation of their nation meets what NATO, and the NATO 
nations, expect of them.

The Alliance will weather this economic crisis just as it has other 
economic, political and military challenges of the past.  If the 
right ideas, initiatives and spirit of unity and purpose fill the 
Summit hall in Lisbon this November, NATO will emerge from the 
Summit stronger, more unified and with an institution “fit for 
purpose” to meet the challenges of this new century.

Jim Townsend is the Deputy Assistant Secretary of Defense 
for European and NATO Policy in the Office of the Secretary 
of Defense.  Julianne Smith is the Principal Director in the 
same office. 
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The attempt to detonate a vehicle-borne improvised explosive 
device in New York City’s Times Square on May 1, 2010, served as 
a stark reminder of the evolving terrorist threat that faces the 
United States and its allies. Locations that demonstrate America’s 
economic strength and where large gatherings of people occur 
can be seen as targets to terrorists. Therefore, it is clear that our 
Nation’s critical infrastructure continues to be a target of those 
wishing to do us harm. 

Importantly, acts of terrorism are not the only threat to critical 
infrastructure. Natural events, such as Hurricane Katrina and 
the 2004 Indian Ocean Earthquake 
and tsunami, have taught us that the 
damage caused can be equal to—or 
greater than—that caused by terrorist 
acts. Policymakers must recognize 
that many of the resources required 
to prepare for and bounce back from 
natural events are the same as those 
needed to confront terrorist acts.

Compounding the reality of the terrorist 
threat and the damage wrought by 
natural disasters is the fact that we 
do not have the resources necessary to 
protect all of the critical infrastructure 
all of the time. Accordingly, we must 
invest our resources based upon risk 
so that they are efficiently allocated; 
we must also promote the concept of 
resilience so that we can mitigate the 
effects of disruptions.

How can all of this be accomplished? 
Further, how do we protect at-risk 
critical infrastructure overseas? The 
Department of Homeland Security 
(DHS), other parts of the Federal 
government, Congress, the private 
sector, and others wrestled with such 
issues since DHS was established in 
2003. The result was a unique and 
innovative approach — the Sector 
Partnership Framework — that married 
proactive risk management with strong public-private partnerships 
to foster critical infrastructure security through protection and 
resilience. 

Coordinated by the Office of Infrastructure Protection (IP), the 
framework includes 18 critical infrastructure sectors (see chart). 
These sectors are the byproduct of discussions and planning efforts 
between the public and private sectors and are the vehicles that 
are leveraged to build critical infrastructure security through risk 
management. 

While the groundbreaking National Infrastructure Protection Plan 
was codified in 2006, it is time to both broaden and narrow the 
Plan’s focus in order to meet the constantly evolving challenges 

of our time, such as those posed at Times Square. It must be 
broadened to share critical infrastructure intelligence and 
security best practices both within the United States and globally. 
Simultaneously, it must be narrowed to ensure that the Federal 
government’s operational support is focused on serving at-risk 
owners and operators and their communities in a meaningful 
way. Since my appointment, we have already begun to shift our 
attention to achieve these ends.

To elaborate on the evolution of IP’s mission, we are focusing 
on the enhancement of domestic and international partnerships 

as well as risk management. This 
includes a new national critical 
infrastructure resilience goal that 
gives special attention to where 
critical infrastructure actually resides: 
within local and regional communities. 
Concurrently, we also need to commit 
to talking about, analyzing, and 
preparing for the kinds of risks that can 
incapacitate the Nation: a cyber 9/11, 
an earthquake along the New Madrid 
Seismic Zone, serious supply chain 
disruptions — the list is formidable. To 
that end, we must ensure that we are 
thinking globally about risk. 

The following lays out three pillars of 
my plan to move critical infrastructure 
protection to a mission supporting 
resilience through robust domestic 
and international partnerships that 
focus on risk management.

International Partnerships

As articulated President Obama’s 2010 
National Security Strategy, protecting 
our critical infrastructure means 
confronting threats that often begin 
beyond our borders.1 As a domestic-
focused agency, IP does not intend to 
assume responsibilities or the roles 

charged to others; but we can bring a unique and remarkable 
skill set to the table that promotes the security interests of the 
U.S. and its international partners. We can start by supporting 
capacity building and information sharing, and by promoting 
standards and good practices. In the coming months, IP will 
conduct outreach within the interagency international community 
to raise awareness of its capabilities and discover how it can best 
contribute to our international partnerships.

One thing is clear: the understanding of interdependencies created 
by shared borders, international trade, and flows of commerce in 
the global economy is essential to a more complete understanding 
of risk and resilience in the modern world. In collaboration with 
the U.S. Department of State, IP works with other Nations and 

Critical Infrastructure Sectors

DHS identifies 18 critical infrastructure sectors, 
giving structure to the massive task of protecting 
U.S. critical infrastructure and building resilience.  

• Agriculture and Food

• Banking and Finance

• Chemical

• Commercial Facilities

• Communications

• Critical Manufacturing

• Dams

• Defense Industrial Base

• Emergency Services

• Energy 

• Government Facilities 

• Information Technology 

• National Monuments & Icons 

• Nuclear Reactors, Materials, and Waste

• Postal and Shipping 

• Public Health and Healthcare 

• Transportation Systems 

• Water

Building Resilient Critical Infrastructure through 
International and Domestic Partnerships
By  Todd M. Keil
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international regional organizations to share information and 
promote infrastructure protection and resilience strategies. 
Activities range from conducting exercises to implementing best 
practices and sharing information about current, emerging, and 
future risks.

We proactively work through foreign relationships to identify 
critical infrastructure dependencies, develop and promote 
standards and best practices, and facilitate the sharing of 
information. For example, DHS recently announced a new critical 
infrastructure initiative with Canada within the framework of a 
longstanding security cooperation forum called the Emergency 
Management Cooperation Group.  The “Canada-U.S. Action 
Plan for Critical Infrastructure” creates a comprehensive cross-
border approach to risk management and critical infrastructure 
resilience. The agreement establishes: 

• More effective information sharing among both Nations’ 
government and sector coordinating councils and other 
established networks.

• Advanced risk analysis mechanisms and tools, including 
the establishment of a virtual Canada-U.S. Infrastructure 
Risk Analysis Cell to share analysis and prioritization 
methodologies, processes, and best practices.

• Coordinated information dissemination during and following 
incidents affecting critical infrastructure, including issuing 
alerts, warnings, and risk-informed products to cross-border 
partners. 

The Canada-U.S Action Plan was announced jointly by Secretary 
Janet Napolitano and Minister of Public Safety Canada Vic Toews 
on July 13, 2010, and is posted on both the Department of 
Homeland Security and Public Safety Canada Web sites.2

Leveraging Best Practices through Domestic Partnerships

Improving our work at the Federal level is important, but nothing 
is more vital than supporting our State, local, and private sector 
partners which serve on the front line of critical infrastructure 
protection. After all, almost all critical infrastructure resides in 
local communities. This is why IP has committed to a bold new 
initiative to refocus its programs by pushing support outside the 
Washington Beltway. A more robust understanding of regions will 
strengthen programs across sectors to make critical infrastructure 
more resilient within the communities that share the effects of 
incidents or natural events. This is a vision I intend to execute 
during my time as Assistant Secretary.  

This new regional approach is built upon a strong foundation. IP 
has Protective Security Advisors in each state and Puerto Rico 
who communicate daily with public- and private-sector partners, 
sharing infrastructure protection and resilience strategies to 
protect owners and operators and their local communities from 
the risks in their particular environments.  For example, we have 
deployed geospatial analysts to help give our partners a new 
way to look at their infrastructure and the risks to them. We 
have created regional desks to integrate these efforts and help 
partners coordinate across jurisdictional and State boundaries on 
issues such as critical infrastructure interdependencies. These 
desks are supported by regional risk analysts dedicated to helping 
IP’s regional partners adopt and integrate risk analysis and risk 

management principles into their decision-making processes. 
At the end of the day, it is public-private partnerships and 
information sharing that creates the essential environment for 
managing risk. No organization or government can do this job 
alone. Because most of the Nation’s critical infrastructure is 
privately owned and operated, owners and operators play a key 
role. We work with them and other critical infrastructure sector 
partners to analyze complex events and forecast needs that are 
not yet felt, and to inform them about priorities and concerns 
that, if addressed, will reduce risks and consequences. Meaningful 
and timely information sharing before, during, and after events 
builds trust and is a vital part of the partnership equation. By 
focusing IP’s operations on the needs of its partners in the field, 
IP will also be able to more accurately assess the security of 
our Nation’s critical infrastructure for resource allocation and 
planning purposes.

An approach we have recently taken is working with fusion 
centers to strengthen their role as central clearinghouses where 
government agencies, law enforcement, and infrastructure owners 
and operators share information and intelligence about terrorist 
threats, criminal activity, and other hazards. Secretary Napolitano 
has recognized that fusion centers are the “centerpiece of State, 
local, and Federal intelligence-sharing for the future.”3

Our regional partners demonstrate an incredible level of 
ingenuity.  Faced with complex decisions and limited resources, 
they create novel approaches to solving their challenges. Through 
an expanded focus on regions, we intend to identify these best 
practices and disseminate these to owners and practitioners.

Leveraging the combined tools of the U.S. Government, State and 
local governments, critical infrastructure owners and operators, 
and our international partners allows us to wield a stronger force 
against these changing threats than if each tried to face them 
alone. In this way, we will seek to ensure that any physical or 
virtual disruption of critical infrastructure will be rare, brief, and 
minimally detrimental to the economy and national security of 
the United States and its allies.

The Importance of Managing Risk

As our systems become increasingly interconnected, it is time to 
re-evaluate how we understand risk and apply risk management. 
Risks to critical infrastructure not only emanate from threats such 
as industrial accidents or terrorist attacks, they are also posed 
by threats that could be realized through infrastructure, such as 
using an aircraft as a weapon or the failure of a major dam. More 
subtly, infrastructure risks also include impacts on infrastructure 
needed to provide essential services, such as pandemics that could 
overwhelm the healthcare sector while taking critical employees 
out of the workforce, or the disruption of life-essential utilities, 
such as electricity and water. 

Governments must be able to justify homeland security activities 
based upon a quantifiable reduction in risk. To date, we have had 
limited success due to challenges in how to conduct trade-offs and 
return on investment analysis in the complex homeland security 
environment. We need to help facility security officers make the 
case to their boards of directors that security is a wise business 
investment. We need to help chief operating officers make the 
case to those same boards of directors that supply chain resilience 
is essential to their bottom line. We need to help our partners 
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make the case to their communities that their spending is creating 
the secure environment needed for growth and development. We 
need to continue to make the case to the American people and 
to our allies that investing in their infrastructure is not only an 
important investment, it is a smart investment.  

The United States tends to take infrastructure and its reliable 
operation for granted. However, infrastructure owners and 
operators and officials responsible for infrastructure protection 
cannot possibly plan for every contingency or incident. They 
can evaluate risks specific to their infrastructure and establish 
a program that will greatly increase their ability to respond 
and recover. IP offers a wealth of information and tools to help 
infrastructure owners and operators manage risk and implement 
viable security plans and operations. Through international and 
domestic partnerships, we make the awareness and enhancement 
of these risk-management tools and practices more accessible to 
those who need them.

Protecting critical infrastructure is a shared responsibility. IP is 
reaching out to risk managers to help us advance our ability to 
conduct all-hazards risk assessments and better understand and 
anticipate the actions of our adaptive adversaries. We need to 
bridge the divide between how we currently analyze natural 
hazards and new approaches still in development. Toward 
this end, DHS and IP are working to build the decision-support 
capabilities of tomorrow, through applied research and state-of-
the-art simulation and analysis operations that help owners and 
operators of threatened facilities or systems identify and prepare 
for the most likely scenarios. 

For example, the National Infrastructure Coordinating Center 
and the Homeland Infrastructure Threat and Risk Analysis 

Center respond to requests for information in real time from 
infrastructure owners and operators dealing with a crisis.

This support of risk management, when linked to enhanced 
domestic and international partnerships, will more effectively 
enable us to confront natural disasters and the evolving terrorist 
threat that we face. Only through the strategies discussed above, 
when appropriately combined, will we be in the best position 
to work among necessary stakeholders to keep our critical 
infrastructure secure and resilient. 

For more information about these and other DHS critical 
infrastructure protection programs, visit www.dhs.gov/
criticalinfrastructure.

References

1 Read more about the National Security Strategy at http://www.whitehouse.gov/sites/de-
fault/files/rss_viewer/national_security_strategy.pdf

2 At www.dhs.gov and http://www.publicsafety.gc.ca/index-eng.aspx, respectively.

3 Learn more about State and local fusion centers at www.dhs.gov/files/programs/
gc_1156877184684.shtm.
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The headlines were all too familiar. An insurgent attack on a U.S. 
Agency for International Development (USAID) office in Kunduz, 
Afghanistan on July 2 left four people dead and two dozen others 
injured. Yet it wasn’t until the third or fourth paragraph that 
another key fact emerged. The office attacked was actually that 
of a leading USAID contractor, DAI, Inc. of Bethesda, Md. And the 
dead and wounded were all employees of DAI or its subcontractors. 
They were there providing support to USAID programs designed to 
enhance Afghanistan’s democracy and governance infrastructure.

Two days later, the Washington Post magazine included a feature 
story about the special training being given to USAID personnel who 
are deploying to Afghanistan. The article offered both interesting 
insights into the unique preparations such deployments require 
as USAID seeks to dramatically expand its presence in country, as 
well as an important reminder of the bravery of the civil servants 
who have agreed, or in many cases volunteered, to go.  Oddly, 
there was no mention anywhere in the article of the thousands 
of committed, experienced, development professionals who have 
long been on the ground in Afghanistan implementing USAID’s 
development programs across the country. These experts, like 
those in the DAI offices in Kunduz, are employed not directly by 
USAID but rather by a wide range of implementing partners.

As illustrated by the development missions in both Iraq 
and Afghanistan, U.S. assistance efforts—including physical 
infrastructure, economic, agricultural, education, food safety, 
health, governance, financial and other forms of support—have 
long been delivered through a network of private development 
firms, non-profits, government agencies, think tanks, and others. 
USAID has never employed, and could never afford to keep in 
reserve, all of the trained and experienced technical personnel 
needed to successfully perform its diverse missions. Most 
importantly, this diverse network of implementing partners offers 
USAID the flexibility to match specific mission needs with the right 
skills and the most appropriate delivery mechanism, be it a grant, 
a contract, or a cooperative agreement.  

In short, the success of U.S. development assistance efforts around 
the world is predicated on an effective, strategic implementation 
approach some call “the whole of government.”

This is not a new concept.  For more than two decades, the 
U.S. government has been enhancing and expanding its access 
to implementing partners for the execution of domestic and 
international missions of all kinds. The technology revolution, 
competition for talent that is in short supply across the global 
economy, and initiatives to transform and modernize government 
have all combined to create what Stephen Goldsmith and Bill 
Eggers call, in their book of the same name, a “government by 
network.”  As Goldsmith and Eggers explain, today’s governments 
must rely on an array of external capabilities to fill critical skills 
gaps, help integrate new technology in everything from business 
systems to sensitive communications, and much more. From 
natural disasters and wars to the everyday work of government, 
the “network” is both expanding and vital to mission success.

For instance, over the last 20 years, the U.S. military has increased 
its reliance on private firms to provide vital support for overseas 
missions. Today, according to the U.S. Central Command, the ratio 
of military to non-government civilians in Iraq and Afghanistan is 
higher than it has ever been during a major, sustained military 
operation, although it is about the same as the ratio in the Balkans 

in the 1990s. Far from being a negative factor, such a strategy has 
freed up more military resources to carry out the military’s core 
missions than would otherwise have been the case. Today, with 
the operational tempo straining the force to worrisome levels, 
that rationale is stronger than ever. 

Indeed, this has not been an accidental shift. Nor was it driven by a 
political agenda.  Rather, the military recognized years ago that, in 
an era of the all volunteer force and consistently high operational 
tempo, it simply did not have the manpower or resources to 
have soldiers performing all support functions. Moreover, as the 
Government Accountability Office and the Congressional Budget 
Office have found, it can cost two or three times more to use the 
military to perform some of the most technical and expensive 
functions now provided by the private sector. When one looks at 
other activities involving less costly private talent, the rationale 
for tapping private providers is increasingly compelling.  Clearly, 
this changed face of warfighter support has not been without 
challenges. But, for the most part, the causes of those challenges 
have not been primarily with the sector performing the work but 
with how well the military has adjusted its own management and 
personnel infrastructure to adapt to this new reality.

The true essence of the “whole of government” is best displayed 
in the world of development assistance.  Despite some systemic 
problems and even some programmatic failures, USAID remains 
the world’s premier development agency, thanks to a combination 
of its vision, leadership and network of implementing partners. 
Even a cursory review of recent program success involving private 
development firms demonstrates the power of using the “whole 
of government” network.  

Development firms have trained over 80,000 civil servants in Iraq, 
improving government services for millions of Iraqis. They have 
led efforts to restore critical wetlands in Iraq and in so doing 
have won international acclaim. Development firms have reduced 
corruption by organizing citizen watchdog groups, improving 
the media’s ability to report on corruption and helping to enact 
freedom of information laws. They have also: 

• Helped organizations fight the spread of HIV/AIDS through 
education campaigns; 

• Provided technical assistance to USAID’s Office of Women 
in Development to conduct gender analyses and improve 
the quality and level of gender integration through USAID 
programs; 

• Helped stimulate $2.5 billion in foreign direct investment 
in Ukraine;

• Helped eliminate more than $2 million of illegal or improper 
debt for 1,561 farmers in Tajikistan; 

• Introduced mobile banking in more than 20 countries; 

• Created sustainable livelihoods in the shea butter industry 
for 3 million women in West Africa; 

• Built local capacity for managing modern social security 
systems in countries throughout the former Soviet Union and 
Eastern Europe; 

• Rebuilt the communities and economies of hurricane-
ravaged Caribbean islands; and 

• Partnered with U.S. firms like Intel, Kraft, and Costco 

The Force Multiplier: The Whole of Government In An 
Era of Resource Constraints and Mission Growth
By  Stan Soloway
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to develop vital trading relationships with markets in 
developing countries. 

Yet, as with the U.S. military, there is no question that USAID does 
not have adequate internal capabilities to fully and effectively 
plan, direct and oversee its worldwide missions. Reports by 
the Special Inspectors General for Iraq Reconstruction (SIGIR) 
and Afghanistan Reconstruction (SIGAR) clearly illustrate this. 
According to those reports and others, the greatest challenges 
faced in theater by the U.S. government generally, and USAID 
in particular, have been a lack of coordinated planning, 
communication, and staffing. Filling those gaps and addressing 
the needs articulated by the inspectors general is, and must be, a 
top priority for the agency. And USAID is responding. As reported 
in the July 4 Washington Post article, USAID plans to increase its 
personnel in Afghanistan from under 100 to over 375 by the end 
of the year. But, as important as those additional resources and 
skills will be to overseeing the agency’s mission there, the actual 
delivery of most assistance will continue to be executed by the 
agency’s implementing partners. 

Despite State and USAID’s efforts to address gaps in their internal 
capabilities, and despite the clear need for and success of this 
“whole of government” approach, , disturbing mythologies are 
taking root. Unchecked, the mythologies could undermine the very 
fabric of the “whole of government” strategy, thus diminishing 
the scope and effectiveness of U.S. development activities.

First, there is a growing mythology at State, USAID, DoD and 
elsewhere, that outside providers are more expensive than 
government personnel. But as demonstrated by the CBO and GAO 
studies cited above, as well as internal DoD documents, when 
all costs are considered there is no evidence to support such a 
contention. Most of these claims are premised on the comparison 
of government salaries and short-term benefits to the fully 
burdened costs associated with a contract invoice, which includes 
everything associated with performing the work—salaries, 
benefits, overhead, equipment and supplies, travel, training and 
more—even though many of those costs, plus the government’s 
unique lifetime benefits, must be borne by the government as 
well. Unless and until the government gets serious about assessing 
the very real, identifiable, marginal costs associated with internal 
performance, this mythology could drive unwise decisions that 
will ultimately cost more and divert vital funds from core missions.

Second, there is a mythology that implementing partners do not 
build local capacity, which is a key objective of USAID’s work.  
Nothing could be further from the truth.  In reality, the degree 
of local capacity building under USAID grants and contracts 
is a direct outgrowth of the degree to which USAID mandates 
such through its programmatic requirements. Across the globe, 
contractors develop and nurture partnerships with the private 
sector, civil society, and governments to build capacity. Important 
components of these contracts are led by local partners. Through 
these partnerships, development firms achieve better country-
specific results while also building the organizational and financial 
capacity of fledgling and maturing local partners and institutions. 
The partnerships also ensure transparency and accountability for 
the work performed. 

Development firms mentor their foreign counterparts not only 
by providing highly skilled technical assistance to solve complex 

problems, but by imparting those skills to their protégés so the 
host countries and local communities can replicate their successes 
once their work is completed. The ratio of expatriate to local 
staff employed by development firms is low—often as low as 1:10. 
In many cases, only the chief of party or deputy chief of party are 
U.S. nationals.  In many projects, expatriate staff is completely 
phased out in the latter years of the program.   

Finally, as evidenced by early drafts of the Obama administration’s 
Presidential Study Directive (PSD), which is designed in part to 
set the course for U.S. development strategy, there is a growing 
movement toward “direct assistance.” Direct assistance sends 
development funds directly to national and local governments, 
rather than executing programs through implementing partners. 
While this tactic may be appropriate in limited circumstances, 
it raises serious questions about transparency, accountability 
and capacity. It is no secret that Pakistan and Afghanistan, two 
early targets of the direct assistance effort, simply do not have 
the business management and oversight mechanisms necessary 
to ensure the appropriate handling of funds or measuring and 
reporting outcomes.  As the Senate Foreign Relations Committee 
Chairman John Kerry, D-Mass., and Ranking Member Richard 
Lugar, R-Ind., noted in a recent letter to Secretary of State Hillary 
Clinton—until those basic questions can be adequately answered, 
direct assistance ought to be sparingly used. Moreover, as noted 
above, capacity building where that capacity does not exist is 
a core objective of development assistance. Thus, while direct 
assistance is, in some cases,an appropriate tool to enhance 
bilateral government engagement, on other levels its broad use 
could be counterproductive.
   
These are difficult times for our government. In the face of a 
bleak fiscal outlook and unfavorable workforce demographics, 
the government must build internal capabilities in a way that 
effectively manages and prioritizes the use of its limited personnel 
and other scarce resources.  It therefore follows that it has never 
been more important to aggressively explore and access the 
diversity and flexibility of the “whole of government” strategy 
to implement programmatic decisions based on situational 
realities and analyses, rather than on blanket assumptions. And, 
perhaps most significantly, never has it been more important to 
align government management and personnel strategies with the 
government of today and tomorrow, rather than seek to re-create 
what once was.

In the end, the “whole of government” is really nothing more 
than a recognition and use of all of the capabilities across the 
economy that are available to support performance of the 
government’s missions at home or abroad, even as it seeks to 
improve and enhance its internal capacity to manage and oversee 
those missions. 

Simply put, the “whole of government” is an extraordinary 
national resource that greatly enhances the government’s ability 
to meet its many missions. When we minimize its importance and 
value, or arbitrarily limit the degree to which we capitalize on its 
many assets, we do so at our own peril.

Stan Soloway is President and CEO of the Professional Services 
Council, the nation’s largest organization of government ser-
vices contractors. He was previously Deputy Undersecretary 
of Defense during the Clinton Administration.
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Introduction

Failing and post-conflict states pose one of the greatest national 
and international security challenges of our day, threatening vul-
nerable populations, their neighbors, our allies, and ourselves. 
Struggling states can provide breeding grounds for terrorism, 
crime, trafficking, and humanitarian catastrophes, and can desta-
bilize an entire region. Experience shows that managing conflict, 
particularly internal conflict, is not a passing phenomenon. It has 
become a mainstream part of foreign policy. 

Since 2005, the U.S. Government has recognized that the complex 
challenges posed by ungoverned spaces require a comprehensive 
U.S. Government response, necessitating the coordination of the 
civilian and military sectors in order to leverage the full spectrum 
of U.S. Government resources to meet its goals in reconstruc-
tion and stabilization.  In 2004, the U.S. Government created the 
State Department’s Office of the Coordinator for Reconstruction 
and Stabilization (S/CRS) to organize the U.S. Government’s civil-
ian response to such crises.  Specifically, S/CRS is designated to 
“lead, coordinate and institutionalize U.S. Government civilian 
capacity to prevent or prepare for post-conflict situations, and 
to help stabilize and reconstruct societies in transition from con-
flict or civil strife, so they can reach a sustainable path toward 
peace, democracy and a market economy.”  The S/CRS Coordina-
tor reports directly to the Secretary of State; Ambassador John E. 
Herbst has served as the S/CRS Coordinator from 2006 to date. 

In December 2005, President Bush approved National Security 

Policy Directive 44 (NSPD-44) which laid out the responsibilities 
of the office and set the stage for Title XVI of Public Law 110-447  
(The Reconstruction and Stabilization Civilian Management Act of 
2008), which codified these responsibilities and authorized the 
creation of a Civilian Response Corps (CRC).  The Department of 
Defense issued its own directive, 3000.05, setting the importance 
of operations in support of civilian reconstruction and stabiliza-
tion operations at the same priority as combat operations. 

S/CRS Structure and Composition

S/CRS is a State Department office, but it is interagency in both 
character and function. It is staffed by personnel from eight U.S. 
Government agencies, allowing it to build upon and draw on ex-
isting skills and expertise, and more easily reach back to inter-
agency partners. 

Currently, S/CRS staff come from the State Department, U.S. 
Agency for International Development (USAID), Office of the Sec-
retary of Defense, Central Intelligence Agency, Army Corps of En-
gineers, Joint Forces Command, Joint Chiefs of Staff, and the 
Treasury Department. 

The principal component offices within S/CRS are, Civilian Re-
sponse Operations, Planning, and Conflict Prevention.

Civilian Response Operations is responsible for the strategy de-
velopment, recruitment, training, equipping, deployment, and 
coordination of the CRC.  

The Planning Office leads the planning for and the conduct of 
highly complex and multi-faceted US Government reconstruction 

A Deployable Civilian Force for Reconstruction and 
Stabilization: S/CRS and the Civilian Response Corps
By Thomas G. Reich

St
at

e 
D

ep
ar

tm
en

t 
ph

ot
o

Men from the town of Kalam form a chain to quickly unload a U.S. Army Chinook helicopter that has delivered humanitarian assistance and pick up victims of the 
flood in Khyber Pakhtunkhwa province, Pakistan, on August 10, 2010. 
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and stabilization operations in specific countries at risk of, in, or 
emerging from conflict.  Planning’s Doctrine Unit takes the lead 
in devising a common operating doctrine for all civilian agencies 
in reconstruction and stabilization missions. It also takes the lead 
for S/CRS in joint doctrine development, planning, and exercises 
with the U.S. military.

(CP)

Conflict Prevention coordinates interagency processes to identify 
states at risk of instability, and lead interagency planning to pre-
vent or mitigate conflict. In addition, it coordinates preventative 
strategies with foreign countries, international and regional or-
ganizations, nongovernmental organizations, and private sector 
entities.  

Because S/CRS’s mission is not only to respond to ongoing crises 
and instability but also to prevent emerging conflict from hap-
pening, the organization, through Conflict Prevention, manages 
the interagency process for assigning 1207 funds under the DOD 
account. This has been a $350 million program to provide sup-
port to civilian-led, whole-of-government projects that address 
instability in countries of critical relevance to the United States.

To date, S/CRS has initiated 25 1207 projects in 23 countries. In 
2009, S/CRS used 1207 funding and to address the root causes of 
conflict in countries such as Cambodia, Colombia, Ecuador, Mo-
rocco, Paraguay, Sri Lanka, and Uganda. Indeed, one of the most 
salient strengths of S/CRS is this ability to engage in dedicated 
planning, conflict assessment, and mitigation activities that seek 
to reduce the need for future military interventions.  

The Civilian Response Corps

The heart of S/CRS is the CRC, a rapidly-deployable pool of quali-
fied, trained, and ready-to-deploy civilian professionals to support 
overseas reconstruction and stabilization operations. Additional-
ly, the CRC can reinforce regular standing staff in Washington and 
overseas in support of reconstruction and stabilization operations 
in countries or regions that are at risk of, in, or are in transition 
from conflict or civil strife. 

Because no single U.S. Government entity has all of the relevant 
expertise to deal with these threats, the Civilian Response Corps 
is a partnership of eight departments and agencies: the Depart-
ment of StateUSAID) Department of Agriculture, Department of 
Commerce, Department of Health and Human Services, Depart-
ment of Homeland Security, Department of Justice, and Depart-
ment of the Treasury. 

To assure member preparedness for their mission, the CRC has a 
set of robust readiness requirements.  Every active member must 
attend at least eight weeks of training before being deemed op-
erationally ready, and standby members must complete at least 
two weeks of training before being considered for deployment. 
In 2009, S/CRS created a training curriculum with the help of its 
interagency partners that is very similar to the rigorous training 
required by the military.  While this type of training is a new con-
cept for the civilian U.S. Government sector, these courses are 
a key part of preparing CRC members for planning, assessment, 
security, and military coordination in the field.

The CRC – which received Congressional funding to begin recruiting 
and training its members early in 2009 -- consists of two components: 

• Active Component (CRC-A) officers are full-time CRC 
employees whose specific job is to train for, prepare, and 
staff reconstruction, stabilization and conflict prevention 
efforts. They are able to deploy within 48 hours and focus 

on critical initial interagency functions such as assessment, 
planning, management, administrative, logistical, and 
resource mobilization. Funding has been provided by 
Congress to build up to an initial strength of 264 CRC-A 
officers; 78 were on strength at the end of 2009.

• Standby Component (CRC-S) officers are full-time 
employees of their federal government departments who 
have specialized expertise useful in reconstruction and 
stabilization operations and are available to deploy within 
30 days in the event of a reconstruction and/or stabilization 
operation.  The goal is to have 2,000 federal employees 
registered and trained as CRC-S members.  554 were on 
strength at the end of 2009.

In addition, a potential third CRC component is envisioned, al-
though not yet funded by Congress.  These would be members of 
the Reserve Component (CRC-R), who would be U.S. citizens (not 
current federal employees)  who committed to be available with-
in 45-60 days of call-up to serve as U.S. Government temporary 
employees in support of overseas reconstruction and stabilization 
operations.  These Reserve officers would possess specialized skill 
sets not normally found in the federal government, but consid-
ered critical to efforts to bring “normalcy” to countries in con-
flict or post-conflict situations.  Reserve members would be drawn 
from the private sector and state and local governments across 
the United States, with specialized expertise in a range of pro-
cesses necessary in a transition from crisis, including policing and 
rule of law, infrastructure development, economic stabilization, 
state and local governance, agricultural production, and provision 
of basic services.

The CRC is intended to be deployable either in conjunction with a 
U.S. or international military deployment, or more independently.  
The CRC warehouses armored vehicles, portable voice and data 
communications equipment (including satellite dishes), armored 
vests and helmets, and a variety of other personal equipment to 
support CRC deployments in the field for months at a time.  As the 
CRC builds to its initial authorized strength of 2264 total person-
nel by the end of 2010, it will need additional equipment as well.

International Cooperation

In no small part, S/CRS came into existence in response to U.S. 
experiences in Iraq and Afghanistan and lessons learned dem-
onstrating the need for improved coordination between civilian 
organizations and the military. However, the U.S. has not been 
alone in seeking to develop a rapidly deployable civilian “force” 
for stabilization missions.  A number of other countries, primarily 
in Europe, have either created similar organizations or are con-
sidering doing so.  Notable among these are Canada’s Stabilization 
and Reconstruction Task Force and the U.K.’s Stabilization Unit.  
The U.S. actively dialogues with these international partners to 
further development of internationally-recognized operating doc-
trine, best practices, and training concepts.  S/CRS sends person-
nel to training courses offered by its international partners and 
welcomes their representatives to its training courses in the U.S.

Civil-Military Coordination

Since its inception, S/CRS has benefited from close cooperation 
of the Department of Defense, in particular the U.S. Army.  As its 
regional combatant commanders strengthen their capabilities to 
support reconstruction and stabilization missions, DOD recognizes 
that it needs an interagency-coordinated civilian partner in such 
operations.  As a result, DOD has assisted directly the develop-
ment of S/CRS doctrine, planning concepts, and operational best 
practices.  S/CRS personnel have participated in several train-
ing exercises with the U.S. military and our international part-
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ners. In an example of one such exercise, in 2009 at US European 
Commandin Stuttgart, an exercise called Austere Challenge, over 
50 S/CRS and CRC members from across the government partici-
pated.  The Army’s field manual for operations in reconstruction 
and stabilization situations was co-authored by S/CRS; and S/CRS 
maintains at least one student in the Army’s School of Advanced 
Military Studies (SAMS) at Ft. Leavenworth, Kansas.

Recent Deployments and Experience

Last year was the official first year of the Civilian Response Corps 

Over the course of 2009, S/CRS deployed over 170 CRC members 
and headquarters personnel to countries around the world – in 
Africa, Central America, and Central Asia – in support of stabiliza-
tion missions.  Among these deployments, CRC members: 

• Wrote the first civilian-military integrated campaign plan for 
Afghanistan, including civilian-military operational plans for 
all Provincial Reconstruction Teams in Afghanistan, as well 
as Regional Command East and Regional Command South;

• Deployed a 12-member integrated team for six months to Kabul 
to lead the U.S. Embassy’s effort to assist in preparations for 
the 2009 Afghanistan presidential election.  Among the team’s 
accomplishments was a strengthening of the resources and 
capabilities of the Electoral Complaints Commission, which 
was critical in supporting the Electoral Complaint Commission’s 
investigation and adjudication of alleged fraud.

• Deployed to the regional combatant commands at AFRICOM, 
SOUTHCOM, and CENTCOM to work on signal planning issues 
and to further expand coordination with the military.  

• Deployed 13 CRC members to the Democratic Republic of 
Congo (DRC) following up on Secretary Clinton’s visit there 
last August.  They performed interagency sector assessments 
on economic governance, anti-corruption, food security, 
security sector reform, and sexual and gender-based 
violence.  This will influence our government’s assistance 
strategy in the DRC.

With the standup of the CRC and a steadily accelerating tempo of 
deployments, one could say that S/CRS has now achieved “initial 
operational capability.”  But as S/CRS Coordinator John Herbst 
noted recently, just as DOD constantly develops its capacity to 
meet evolving threats, those on the civilian side must also strive 
to continually improve their efforts and strengthen our capaci-
ties.  Herbst also commented, “Implementation of Goldwater-
Nichols by the military, a parallel capacity to what we’re trying to 
accomplish here, took 10 years. With this timeline and perspec-
tive in mind, it is clear that we in S/CRS and the Civilian Response 
Corps are just getting started.” 

Thomas Reich was a career Foreign Service officer for 29 years 
at the US Department of State, retiring in May 2010.  His final 
Foreign Service assignment was as Deputy Director for Planning 
in S/CRS.  He served in Afghanistan in 2009 as deputy chief of the 
US election assistance team.  Reich joined BAE Systems, Inc. in 
June 2010 as Director, International Government Relations.  This 
article reflects his views alone.
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By Daniel E. Turissini and Michael J. Mestrovich

An international response team accesses critical real-
time data as they deploy experts from ten different 
countries to deal with a tsunami in the Philippines.

Scientists with top secret clearances issued by 
multiple governments visit a secure research facility in 
Switzerland.  

As our international community becomes increasingly 
interconnected, potentially billions of individuals 
around the world need secure identity credentials that 
let them engage in virtual transactions quickly and 
efficiently.  

Coordinating the sensitive data to make a worldwide identity 
management system work can be complex and expensive.  That’s 
why interested parties have joined together to form federated 
identity management systems that establish standards, ensure 
security and pool resources so users can operate efficiently in a 
secure virtual environment.  These federations have the ability to 
provide interoperable-international access across the world with-
out the need for additional sets of credentials.  This will drasti-
cally reduce the costs of identity management  by issuing users 
only one set of credentials to access multiple physical or logical 
areas.  This eliminates the need to carry dozens of identity cards 
and keep track of long lists of usernames and passwords. 

One example is the Federation for Identity and Cross-Credentialing 
Systems (FiXs), founded in 2004 to provide government and 
industry partners with an identity management model and 
governance structure based on operating rules focusing on 
business processes and enabling technologies. Other identity 
management federations include TSCP and Kantara.

The Trust Triangle ensures that people and places are what 
they say they are

Trusting transactions with 
a person you have never 
met can be a little scary.  
Our Trust Triangle shows 
the three parties that work 
together to make an identity 
management system work 
effectively.

Relying parties are the 
organizations in government 
and industry who want to 
control access to information 

or facilities.  They define who goes where, and rely on Trusted 
Third Parties to verify and validate the credentials of Subscribers.  
Subscribers go through a common vetting process maintained by 
Certified Credential Issuers from multiple federations.  When the 
Subscriber uses the credential, it is validated against relevant 
databases to ensure the user has permission for access.

The three parties illustrated within the Trust Triangle all play a 
part to make an identity management system work efficiently. 
Federated identity management pools resources so subscribers 
and relying parties can enjoy quicker access through multiple 
permissions on a single card and faster validation of users through 
shared databases.

Federated Identity Management makes it easier to apply the 
benefits of identity credentials

Federated identity provides the practicality of easily accessing 
collaboration applications such as Salesforce or SharePoint, 
without compromising security and needing to manage different 
credentials at every site accessed.  

Much like cloud computing, the 
functions of federated identity are 
allocated to where they can best be 
accessed as needed. 

Ultimately, a web of interoperable 
federations will offer businesses, 
governments, employees and 
consumers across multiple disciplines, 
a more convenient and secure way of 

accessing distributed resources with the assurance that sensitive 
identity information is appropriately protected. 

Individual personal identifying information, such as biometrics, 
SSN, photograph and other unique personal identifying information 
is captured once and then accessed as required for authentication 
of ones’ identity 

Federated Identity: A Building Block Approach for 
Secure Collaboration
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This information is maintained in a federated manner, whereby 
there is no single database of every individual’s identifying 
information.

The data is maintained in a distributed manner under the authority 
and control of the organization that “sponsors” the individual 
holding the certified identity credential.

Certified credential issuers are required to maintain FiXs 
enrollment, privacy, administrative control, revocation status 
and audit information.  The maintenance and update of the 
revocation information is the joint responsibility of the sponsoring 
organization and the Certified Credential issuer.

The FiXs Chain of Trust

FiXs is one example of a federation in operation today, a group of 
diverse companies and organizations supporting development and 
implementation of inter-operable identity cross-credentialing 
standards, systems and end to end solutions for various 
applications. Members and Subscribers include: government 
contractors, technology companies, major firms, small businesses, 
sole-proprietors, not-for-profit organizations, DoD, federal, state 
and local governments.

FiXs is based on a Chain of Trust. A Sponsoring (organization) 
asserts the need for credentials and attests to the identity of 
the individual to receive the credential. The sponsoring party 
maintains an obligation to revoke those credentials when 
necessary. 

The appropriate and necessary background information is 
performed on both the sponsoring company/organization, and 
their legal representative(s) (who sign the trust documents), and 
the individual. The organization is assigned a unique organization 
code, and individuals are then “enrolled” and issued credentials. 
Credential holders may then use their credential for identity 
authentication purposes and have it validated across the FiXs 
Network. A single credential can be “linked” to multiple entities, 
precluding the need for multiple credentials or badges.

The FiXs identity card

Under a Memorandum of Understanding with the Department of 
Defense, FiXs Certified Credential issuers that are authorized 
to issue cards that provide trusted physical and logical access. 
The card has the same identity components as the DOD’s next-
generation common access card known as the CAC and is consistent 
with the requirements for PIV Interoperable. 

For Trusted Physical Access, the outside of the card has clear 
markings to distinguish the individual as a contractor as seen by 
the FiXs logo which will either be on the front or the back of the 
card. If it is on the back, then the company logo would be on 
the front. The card also shows a green stripe to identify one as a 
contractor in the PIV specification. 

The FiXs certified credential maintains some legacy capability 
including 1D and 2D barcodes along with a mag stripe. 1D, 2D 
barcodes and magnetic stripes allow for legacy systems such as 
physical access into buildings, mess hall privileges and purse 
capability.  The 2D and mag stripe also have the capacity of 
containing Letter of Authorization data for a contractor when 
they are in-theater, and allow the military to know what benefits 
they are allowed to take on.

The FiXs certified credential also comes with standard PIV and 
RFID antennae as well as an optional HID antenna for legacy 
systems. For Trusted Logical access, the chip holds a standard 
applet that meets the FIPS 201 requirement and includes two 
fingerprint minutiae, as well as a digital picture. 

The FiXs certified credential has three-factor authentication

1. Something you have – the individual would physically 
have the Fix’s card in their possession with their picture.

2. Something you know – they must know their pin to unlock 
the cryptographic chip, and

3. Something you are – the card contains their fingerprint 
minutiae in which a match on card can be done, as well 
as the digital picture on the chip to verify the picture on 
the outside guarding against forgery.

Finally, the chip contains PKI certificates at the medium hardware 
assurance level.  At a minimum, it holds an authentication 
certificate, as well as, a digital signature identify certificate and 
encryption certificate. 
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The FiXs identity card in action

FiXs certified credentials 
can be issued at 
four different levels 
depending whether an 
individual has a DOD 
security clearance, 
full background 
investigation, national 
criminal investigation 
check or a minimal name 
and address check. 

Where FiXs Level 
4 is the highest, a 
base commander or 
application owner may 
determine that access 
at a particular facility 
is granted during 
normal operations for 
outer most perimeter 
through to a secure 
compartment.
 

The owner may deny access for the data center for an individual 
with a Fix’s Level 2.  The decision of access always remains with 
the facility or application owner and can be changed as threat 
circumstances dictate.

For example, when a threat condition changes and a base 
commander determines that no one with a Fix’s Level 2 should 
enter the base, but knows that Level 4 personnel are required to 
support the data center, then the commander can immediately 
change the access points to deny non-essential personnel access 
and at the same time ensure critical personnel can support the 
mission.

In accordance with Federal logical access requirements, a FiXs 
certified credential allows you secure access to designated 
websites. It also allows you to securely sign and/or encrypt 
email, to and between parties. It also allows you to do online 
government processes such as invoicing with applications such as 
DoD’s Wide Area Workflow.

The case for a Federated Identity Management system

Federated identity promotes:

	 Chain of Trust - Strong identity proofing and vetting of 
the individual and sponsoring organization or employer  

	 Privacy - Protects personal privacy and addresses 
affiliation changes

	 Interoperability - Simplifies secure electronic 
authentication for every day use across multiple 
communities

	 Sharing of risk and liability among all members of the 
federation - No one party is taking on that total burden

Federated identity organizations such as FiXs provide return on 
investment for the future that can enable international defense 
organizations “to do more with less”. This Proven uniform 

approach is possible & realistic across governments and industry. 
It provides security & privacy of staff, systems, data & facilities in 
compliance with latest identity assurance & identity management 
processes. Being Inter-operable with U.S. defense systems, it can 
be used by other enterprises. Fix’s is under review to be accepted 
as PIV inter-operable per Federal CIO Council guidance and has 
achieved enterprise-wide capability & best practices. Complies 
with FAR contract requirements, while supporting HSPD-12 & NIST 
PIV related special publications.

As the number of communities of interest adopting federated 
identity grows - opportunities for efficiencies skyrocket. 
Federations free organizations to focus on their core business 
and those providing federated identity solutions to concentrate 
on protecting identity data and providing volume cost savings for 
federation members.

The Global need for strong identity has been evolving over the 
past fifteen years.  The common error we make as an industry is 
a single-use for each credential.  A model for a strong credentials 
and organizations have already been deployed. CAC has over 
three million deployments, TWIC has over a 1.5 million, FiXs is 
growing rapidly, and HSPD 12 PIV/ PIV-I is above a half a million 
users. As these become more prevalent, the security community 
is strongly positioned to capitalize on this federated capability. 

The credential has been defined; FIPS 201 is a good standard. The 
government has adopted FIPS 201.  Industry now has to step up to 
the mark to proselytize this capability.

Michael J. Mestrovich, PhD, is President and CEO of Unlimited 
New Dimensions, LLC. and is also President of the Federation 
for Identity and Cross-Credentialing Systems (FiXs), a not for 
profit trade association  of commercial companies, government 
contractors,  and not-for-profit organizations whose mission is 
to establish and maintain a worldwide, interoperable identity 
and cross-credentialing network.  

Daniel E. Turissini is Founder and Chief Executive Officer of 
Operational Research Consultants, Inc. (ORC).  Mr. Turissini 
has been an innovator in systems engineering and integration, 
focused in the field of Information Assurance and Identity 
Management, he has built a state-of-the-art data center that 
provides integration & testing, operation & maintenance, and 
research & development for all aspects of Information Security. 
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In the early 1960s when I was engaged in research, multidisciplinary 
cooperation was seldom considered. Research was confined 
to specific scientific areas. For example working as a Senior 
Scientific Officer at the Atomic Weapons Research Establishment 
in Aldermaston UK, I had to appeal to the Assistant Director, five 
grades above me to get the cooperation of chemists, metallurgists, 
and electrical engineers to work with me to solve a problem that 
was having an adverse effect on warhead reliability. The team 
found a solution to a complex series of interactions that had been 
significantly reducing the reliability of an in-service warhead. 

Later towards the end of the 60s I was seconded to the Department 
of Trade and Industry to head the secretariat of a national review 
of corrosion and protection. During an eighteen-month period I 
visited companies representing every branch of British industry 
assessing how problems of corrosion and protection were handled. 
In company after company scientists and engineers complained 
about the difficulties they encountered in getting support from 
their own senior management for what they considered sound 
proposals for product improvement. It became clear that the 
real problem was that scientists were seeking resources from 
managers and accountants who had little or no understanding of 
the science and engineering being described. Conversely those 
seeking funding lacked any means of describing in financial 
terms the benefits that would accrue. In short there was no real 
communication.

After completion of the survey I toured several British Universities 
offering a talk on my experiences and advocating that every 
science and engineering course should include a short course 
on financial implications of undertaking R&D. To be honest I 
was laughed out of nearly every university I visited. The faculty 
thought it ludicrous that they should take time out of their 
specialties to cover financial topics.

By the mid 1970s I had risen to a Deputy Chief Scientific Officer 
and was given the position of head of the Coordinating Research 
and Development Authority for Chevaline. This was a development 
program for a successor to the Polaris British Nuclear deterrent, 
a program that at that time was significantly overspent and years 
behind schedule. It was close to cancellation. As a chemist I had 
oversight of some 5,000 staff most of whom were engineers. We 
worked effectively as a team for seven years as I moved from 
CRDA, to Deputy Chief Engineer and finally Chief Engineer. My lack 
of formal engineering qualifications enabled me to question many 
aspects that others on my teams took for granted. We overcame 
the inevitable problems that occur during complex development 
programs and were able to put Chevaline into service in 1982, 
having held the revised program to time and cost over the final 
seven years. 

The above were merely a few examples of the value of 
multidisciplinary cooperation in R&D that I had encountered 
during my working life, but none were as personal to me as 
another experience that spanned some 43 years. 

By the mid 1960s my research activities at AWRE enabled me to 
publish and speak at conferences on corrosion & protection. At 
one of these meetings in 1967 I was chatting to an attendee from 

the British Department of Health, and of course asked him why 
someone from that Ministry was attending a corrosion meeting. 
He explained that his department was concerned at the number 
of failures of metallic implants in the body. Further discussion 
revealed that as far as he knew there had been no systematic 
evaluation of the failures, so I suggested he visit my laboratory. 

I was able to make this offer because a Labour Government that 
had led Britain since 1964 was reluctant to engage in any new 
warhead programs. Instead AWRE management was encouraged 
to offer support to British industry, thereby usefully occupying 
staff while maintaining the establishment’s expertise. Within a 
few weeks of the DHSS visit I received a significant contract to 
work on the problem of metallic implants in the body. This lead 
to a fascinating new area of work for my team, in an area very 
different from nuclear warheads.

Armed with the contract we approached the leading orthopedic 
surgeons seeking examples of broken implants to examine. To our 
horror we discovered that none of them could provide us with 
a single sample. They all had arrangements with their supplier 
of choice that if an implant failed and had to be removed, it 
would be returned to the manufacturer who replaced it free-of-
charge. We had to do a lot of persuading to change this well-
established arrangement, relying on Department of Health 
support and resources to compensate hospitals for the loss of  
“free” replacement implants. 

The first batches of implants we received were plates and 
screws used to repair broken bones. Subjecting these samples 
to metallurgical examination we were able to demonstrate the 
form of failure such as ductile because of overstressing, or due 
to a combination of stress and corrosion. The latter can take two 
distinct forms; stress corrosion that occurs by a brittle cleavage 
mechanism at much lower stresses than required for ductile 
fracture, or corrosion fatigue when an implant is subjected to 
alternating stresses within the corrosive environment of the body. 
Each of these different failure modes has different characteristics 
and we found examples of all of them.

Within a few months we were able to demonstrate that the 
design of the implant, its’ composition, even the surface finish 
and of course the quality of the surgery all contributed to the 
performance of the implant. The early specimens we received 
were manufactured either from stainless steel (iron alloyed with 
18% chromium, 8% nickel and small quantities of molybdenum), or 
vitallium (a cobalt-chromium-molybdenum alloy). Later titanium 
came more prominently into the picture. Generally stainless steel 
components were more susceptible to failure than those made of 
vitallium or titanium.

Ductile failures resulted when the implant was exposed to 
significantly higher stress than had been assumed in the original 
design. For example during walking a hip joint replacement could 
experience six times body weight. One hip replacement design did 
not have sufficient material at the location of maximum stress. 
Almost every implant of this design failed within a year or two of 
insertion and had to be replaced. As a result of these and other 
failures we became more involved with the leading surgeons and 
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the implant manufacturers in the detailed design of the implants. 
At the time an almost unique example of cooperation between 
surgeons, engineers, metallurgists and manufacturers.

Another factor that we introduced was the possible effect of 
metal ions from the implant being released into the surrounding 
tissue and causing an allergic reaction. We supplied an allergist 
with sample solutions so that any allergic reaction could be 
identified prior to implantation. These solutions were used to 
enable surgeons to select the most suitable material for each 
patient. As with the corrosion failures we found that titanium was 
the least likely material to lead to complications.

As we gained the confidence of the surgeons and demonstrated 
the value of our recommendations we were invited to be present 
at operations so that we could gain a greater understanding of the 
restraints and conditions under which they operated. Personally 
I was far too squeamish to join them in the operating theater, 
but one of my team welcomed the chance. His contributions to 
all the aspects of implantation and implant behavior resulted in 
his gaining a PhD degree. I was his industrial supervisor working 
closely with a professor from Surrey University.

Moving forward some 40 years I unexpectedly benefited from 
my efforts to improve implant design in the late 1960s. A fall 
down a flight of stairs in 2010 left me with a broken hip. The 
following morning I was visited in hospital by Dr. Bhattacharyya, 
an orthopedic surgeon who informed me I would have to have a 
new hip. He offered to draw the implant he would be inserting. 
He looked surprised when I said I knew about hip replacements 
and asked if it would be titanium. He remained skeptical until 
I asked if he had read the writings of John Charnley who was 
the leading British orthopedic surgeon with whom we had 
collaborated. It transpired that he had great respect for the work 
of Charnley, and I certainly benefited from the quality of the work 

of Dr. Bhattacharyya. Thanks to him and my physiotherapist Niriali 
within 3 weeks I was back to driving, at five I could walk without 
any aids and after nine weeks was able to function normally. 

Yes I have a titanium hip and the design is very close to that we 
collaborated on forty-three years ago. Clearly what goes around 
sometimes comes around again.

The above provides an interesting historical viewpoint, but I 
contend that it still has relevance in the so-called enlightened 
environment of 2010. Bureaucratic organizations do not change 
that readily, and multidisciplinary teams are still the exception 
rather than the rule. Most government R&D organizations have 
been operating for several decades. Their management generally 
rises within the organization and is steeped in traditional ways of 
working. They seldom look beyond their own boarders to solve 
problems, confident that they alone have the specialist knowledge 
to find the needed solutions. Yet it is on such organizations that 
we rely upon for national security and public safety. 

At the time of writing the major topic of national discussion is 
the oil spillage pouring into the Gulf of Mexico. Regardless of 
where the blame lies for the accident that led to the leakage, it 
is clear that prior to getting permission to drill the well originally 
no government body conducted a detailed assessment of the risks 
involved and actions that had to be taken to nullify such risks. 
Demonstrating such safety and reliability issues to independent 
panels was standard in the nuclear warhead industry. The panels 
were composed of experienced individuals from other fields 
tasked with assessing these issues during development and then 
granting final approval before a warhead could enter service. 

The formation of such multidisciplinary panels in the future could 
well avoid problems in oil drilling, in coal mining and in other 
industries. For far too long we have relied on those specialists 
within an industry to assure us that what they are undertaking is 
safe and in the public interest. We are long overdue for a change. 
We should not wait for another major accident before recognizing 
these deficiencies. 

It is sad to relate that we appear to lack the leadership that 
recognizes these problems and is prepared to initiate major 
procedural changes. Political forces seem more interested in 
apportioning blame than taking action to prevent such problems 
reoccurring. I am not advocating a government takeover of 
industry merely appealing for government to pay more than lip 
service to the primary task of ensuring that interstate commerce 
is conducted in a manner that does not endanger lives or the 
environment. It can be achieved given the will to make it happen.   

Dr. Stanley Orman is the former Deputy Director of UK Atomic
Weapons Research Establishment and Director General of UK
SDI Participation Organization.

Titanium Hip
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“…Foul-cankering rust the hidden treasure frets,
But gold that’s put to use more gold begets…”

  William Shakespeare, Venus and Adonis

The defense establishment, both public and private, continues to 
benefit from government sourced funding in an ongoing effort to 
develop innovative, new technologies needed to meet the ever 
expanding challenges of modern national security and warfare.  
By most measures, this effort has yielded great successes over 
the last several decades.  Improvements in military capabilities, 
reduction in collateral damage effects in active military conflict 
zones saving countless soldier and civilian lives, and creation of 
commercial inventions that revolutionized broad elements of our 
society can all trace their roots to this effort.  Certainly another 
significant positive impact has been substantial employment 
within the infrastructure, and the benefits that individual 
personal spending and business taxes pumped into the economy.  
One can also look no further than your local college or university, 
where programs associated with technology development in 
support of the military establishment continue to provide an 
ongoing revenue stream, incentivizing high caliber individuals to 
establish themselves in lucrative and engaging research positions, 
and deliver their own cadre of beneficial products and solutions.

Over the last few years, however, we all can recognize a sobering 
change in this mantra.  Defense spending in constant dollars is at 
best flat, and more likely headed in a downward direction.  The 
potential exists for a significant negative impact to public and 
private sector elements who thrived on this revenue stream for so 
long.  As with any inflection of this type, there will be both winners 
and losers.  One strategic approach, used more and more, and 
with success, is the re-examination by public and private sector 
groups of existing patent portfolios and technologies as possible 
enablers or outright solutions to current and future technology 
development challenges.  The Military, as well as both very large 
and very small companies, are examining and recognizing the 
value of existing, field proven technologies as at least a partial 
solution to reduced budgets, and an opportunity to facilitate 
meeting near and mid-term revenue and profit goals.

Why should public and private organizations look into the potential 
of this often ignored resource ?  For many of the same reasons these 
same entities are pursuing opportunities and revenue streams 
outside of their traditional areas of comfort and expertise.  Existing 
technologies are already by in large developed, so available IR&D 
budgets can be better utilized to modify these technologies to 
meet specific application requirements.  In many cases some level 
of field test data already exists, minimizing the risk and cost of 
proving that the basic premise of the technology actually works, 
and is robust enough in its basic format to be put into the field.  
There may already be familiarity with the technology itself, or the 
concepts behind it, amongst the user and customer base, adding 
greatly to their comfort level in directing and committing funds 
to have it further developed and ultimately put in the field.  Also, 
for so long as acquisition by the United States Military continues 
to contribute significantly to the revenues of many in the defense 

establishment, we as an industry must note the language echoed 
many times over in the most recent US Department of Defense 
Quadrennial Defense Review, and summarized in the following…” 
The Department will improve how it matches requirements with 
mature technologies, maintains disciplined systems engineering 
approaches, institutionalizes rapid acquisition capabilities, and 
implements more comprehensive testing.” 1

Slow In Coming

From an industry perspective, no one should be at all surprised 
that the concept of dusting off old efforts in support of new 
revenues and profits has been very slow in coming.  Conceptually, 
we in the defense industry as a whole have always looked upon 
ourselves as innovators and inventors, both as corporations, and 
as individuals who work within those organizations.  Budgets 
have often been readily available, and if not, at times greatly 
exercised, in order to deliver the best technological solution 
science can develop for any and every challenge.  By “best”, we 
often meant most capable, with a distant secondary regard for 
life cycle cost and applicability across more than one end use. Our 
success as an industry in proliferating this approach to product 
enhancement, and new product development, is admirable, and 
we should all be very proud of what has been accomplished.  
At least two generations of engineers, senior managers, those 
in finance, as well as those on the manufacturing floor have 
known no other environment.  This includes our customers in 
the Military.  But, the early 21st century has delivered to us all 
a new set of circumstances that makes this model vulnerable in 
many situations.  The precarious trend in defense budgets has 
been mentioned and is well known.  Other circumstances working 
against the old model include the bow wave of retirements in 
the industry, reducing the innovation pool; the lack of sufficient 
numbers of qualified younger personnel to fill their shoes;  the 
heightened influence and impatience of shareholders forcing 
more innovation and revenue for less investment; the emergence 
of new, highly motivated and well financed competitors who often 

The Best and Brightest Enabling Technologies May 
Already Be Decades Old, and Just Waiting to be 
Rediscovered.
By Jesse Bonfeld
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have more flexibility and inertia than established players; and the 
larger level of responsibility and risk industry typically is expected 
to accept as part of many new development opportunities.  
Embracing the concept of using what already exists, rather than 
relying on white paper development alone, can enhance the 
potential for companies to be successful, or at least mitigate the 
risk associated with development efforts.

The Customer Is Speaking, We Need to Listen 

Fortunately for us all, we are part of an industry where the 
customer, at least in broad terms, makes their requirements 
available to us for our review and comment.  There are strict 
rules of engagement, and the playing field is reasonably level.  
Access to this information is often available through public 
gatherings sponsored by those we already have as customers.  If 
you are also a frequent attendee at such events, you may have 
noticed that the effects of budgets, and the need for what I will 
call creative innovation, is now a recognizable and recurring 
theme.  Most recently, several presentations made at the DoD 
Science and Technology gathering in South Carolina this past April 
echoed many of these imperatives.  This is not to be confused 
with President Obama’s much needed refocus of substantial 
dollars to basic research efforts, which will for the next 5 to 15 
years mostly benefit research institutions and help to subsidize 
defense industry IR&D pathways, but will most likely not filter 
down to the defense industry bottom line until sometime well 
beyond this timeframe.2  The nearer term effort for development 
will fall mostly on the production area, and support dollars for 
these efforts are the primary area for concern.

Success Using Proven Solutions

There are several success stories already publicized where new 
technological challenges are being met exclusively using existing 
solutions, or where existing solutions are the majority basis for 
further product development.  One example of the former is the 
Helicopter Alert and Threat Termination – Acoustic (HAALT-A) 
program, where existing sensors where reconfigured onto a 
helicopter airframe to acoustically detect incoming fire and 
localize the shooter(s).  Beginning with contract award in October 
2009, a fully developed and detailed deployment package was 
available a mere seven months later.  The key enabling technology, 
the sensor itself, was already developed.   An example of the later 
is the effort by a major tire manufacturer under the Fuel Efficient 
Ground Vehicle Demonstrator Program, launched in late 2008 
by the U.S. Army’s Tank Automotive Research, Development and 
Engineering Center (TARDEC), to utilize existing fuel efficiency 
technologies deployed in commercial large vehicle tires as the 
basis for development of similarly efficient tires for military 
vehicles.  In both cases, dollars will be saved, timelines will be 
shortened, lives most likely will be saved, and both vendor and 
custom will benefit greatly from the experience.

Challenges Moving Forward

There are several challenges that both the defense industry 
and its customers face as they try to meet individual goals and 
objectives that are not always well aligned.  With diminished 
funding for development, and increased pressures to deliver in a 
more timely and less costly manner, creative and non-traditional 
solutions are needed to bolster the odds for success for all 
involved.  Thorough investigation of long existing technologies 
and solutions as the basis for solving new technological challenges 
warrants consideration.  This pathway unfortunately will go 
against a mindset that has been engrained in our educational 
system, our industry, and our military establishment for decades.  
In addition, it may often cross into the murky territory of dual use 
solutions, where the costs and timelines to resolve this element 
alone may be reason enough to abandon the effort.  Other areas 
that may take excessive time and investment to resolve could 
include sorting out intellectual property rights, sustaining raw 
material and component availability pipelines, as well as certain 
skill sets that may no longer be readily available.  In spite of these 
challenges, the new demands placed on the defense industry by 
our customers, our shareholders, and ultimately those who we all 
work for, the warfighters and our own families, means the effort 
should be looked upon as a necessity, and not simply as another 
option.

References:

1. US Department of Defense, Quadrennial Defense Review, February 2010, Executive Summary, 
page XIV

2. Speech by President Obama at Hudson Valley Community College, Troy, New York, September 
21, 2009
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Sherborne Sensors, a UK based manufacturer of inertial sen-
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well as many new product development efforts in the com-
mercial and industrial sectors.



24Common Defense Quarterly

Programs

The fundamental question that must be answered when 
considering the procurement of any defense system is this:  What 
will keep a nation’s people and property safe and secure?  

That will never change.  However, the world in which nations seek 
the answer to that question has changed.  Regardless of whether 
one is speaking technologically, geopolitically, or economically, 
the complexity level has risen, and the fact that those three 
domains are now inextricably connected compounds the degree 
of the challenge.

Consequently, in addition to the “people and property” question 
that will continue to top the list, two additional questions must 
now be addressed when considering such a procurement:  Will the 
system under consideration be an affordable investment over the 
long term?  Will it strengthen our industry?

The recent resurgence of the Patriot Air and Missile Defense 
System clearly addresses these key questions.  

Since Patriot burst onto the world stage during Operation Desert 
Storm in 1990, it has undergone multiple technology upgrades.  
Consider:

•	 In 2006, the US Army made the decision to upgrade its 
entire Patriot inventory to Configuration-3, thereby 
creating a “Patriot Pure Fleet” comprising 13 battalions.

•	 In 2007, the Army increased its Patriot investment 
further, adding two new Patriot battalions and bringing 
the Pure Fleet total to 15 battalions.

•	 These were such clear statements of the depth of the US 
Government’s commitment to Patriot that, in 2008, the 
United Arab Emirates placed a $3.3B order for ground-up 
Patriot Configuration-3 fire units.

•	 All of this activity has not passed unnoticed by other 
Patriot partners, several of whom are now planning to 
upgrade their Patriot systems to Configuration-3 and/or 
add fire units.

•	 With costs spread over a growing Patriot base, redesigns 
to eliminate parts obsolescence issues have become 
more affordable, thereby adding decades to the viability 
of Patriot.  For example, recent Patriot awards have 
covered most of the development costs for three new 
capabilities—the Radar Digital Processor (RDP), the 
Modern Adjunct Processor (MAP), and the Modern Man 
Stations (MMS)—which will be included in new-production 
systems and can be back-fitted into systems owned by 
our current Patriot partners at or near cost.

Industrial Partnerships Key To Patriot Modernization
By Joseph “Skip” Garrett III
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Patriot Poised To Meet Evolving Needs

The roster of Patriot partners now numbers twelve: five NATO 
nations, four from the Middle East, and three from the Asia/
Pacific region.  In the process of producing, delivering, and 
supporting Patriot in such widely varying circumstances, we have 
learned invaluable lessons that have enabled us to be flexible and 
innovative in providing high-value solutions that meet our 
partners’ needs across all three dimensions:  military, economic, 
and industrial.

IN GERMANY

Germany currently finds itself at a strategic crossroads.  This 
long-time Patriot partner is co-developing the Medium Extended 
Air Defense (MEADS) system with the United States and Italy, a 
program-of-record that currently finds itself running considerably 
over cost, with the low end of overage estimates now in the $1B 
range.

There have been schedule issues with MEADS as well.  Had the 
original plan been achieved, MEADS would currently be operational 
in the field.  However, even the most optimistic current estimates 
now call for initial fielding to be at least seven years out into the 
future.

There are important economic factors at work as well.  Given the 
support for Greek financial crisis; the additional funding required 
for A400M; and the desire to rein in German debt, the ability 
for Germany to save billions of dollars by upgrading a portion of 
their existing fire units—savings made possible by a solution based 
on upgraded state-of-the-art technologies resulting from recent 
Patriot sales—becomes even more important and attractive.

Another reason for the attractiveness of a Patriot alternative to 
MEADS is the long-term market opportunity for German industry, 
supported by a Raytheon presence in Germany that numbers more 
than 800 employees and $200M in annual sales.  A Patriot-based 
solution:

•	 Builds on current investments (including MEADS 
investments) by integrating new technology end items as 
they become available, such as the LFK-MBDA launching 
system and the IRIS-T-SLM complementary missile 
system, and new sensors such as TRML-3D radar and/or 
others as desired.

•	 Preserves work share and jobs by executing the upgrades 
via our German Patriot partner company LFK-MBDA and 
COMLOG joint venture, and by including significant end 
items from companies like Diehl-BGT-Defense and EADS.

•	 Gives access to worldwide markets by adding further 
work and jobs through increased sales from German 
companies to Patriot’s global and growing customer base.

IN TURKEY

Turkey is another example of a country looking to meet its air 
and missile defense requirements while simultaneously growing 
its industry and spurring its economy. 

The Patriot Industrial Participation and Offset proposal for the 
T-LORAMIDS program offers Turkey a unique opportunity to 
achieve these goals.  Moving far beyond Turkey’s 50% “offset” 
requirement, Raytheon’s Patriot proposal presents Turkey with 
the potential to become a global exporter, creating a wide variety 
of high-value jobs and generating work for small- and medium-
size businesses.

The transfer of defense production technology to Turkey is another 
important aspect of industrial partnering.  With U.S. government 
approvals, more than 80% of manufacturing, assembly, test and 
systems integration technology—which are part of co-production 
work packages—would be shared with Turkey.

In addition, the company has proposed to partner with Turkish 
Industry, SSM, and the Turkish Air Force to co-develop, co-
produce, and collaboratively integrate technology projects that 
are required for the integration of current and future radars, 
weapon systems, and air and missile defense command and 
control systems.

Finally, such an arrangement will enable Turkey to advance 
its capabilities in research, engineering, development, and 
manufacturing.

IN INDIA

If there were any doubts about the need for sophisticated 
solutions to address both existing and evolving threats, the events 
of November 24, 2008 in Mumbai put them to rest.

Air and missile threats to military installations and forces as well 
as to public infrastructure are increasing, evolving, and becoming 
more sophisticated.  Ballistic and cruise missiles are a growing, 
critical threat, especially when used to deliver nuclear, biological, 
or chemical weapons of mass destruction.  Air breathing targets—
fixed- and rotary-wing—are also providing a growing challenge 
due to the proliferation of unmanned aerial vehicles (UAVs) and 
unmanned combat vehicles (UCVs), which can be controlled from 
thousands of miles away.
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A Patriot anti-aircraft missile is fired during a test exercise at White Sands 
Missile Range in New Mexico. 
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Countering the full threat spectrum—both as it exists today and 
as it evolves tomorrow—calls for layered defense, a common 
operating picture, early threat detection, classification, and 
identification, and 360 degrees of coverage.  Raytheon’s Surface 
to Air Missile Defense systems can serve as the backbone of the 
kind of interoperable, flexible, integrated air and missile defense 
structure that can provide these capabilities, thereby supporting 
the kind of joint operations required to defend India, its people, 
and its infrastructure. 

Increasing Partners’ Strength:  Militarily, Economically, And 
Industrially

The process of procuring defense systems has become 
correspondingly more complex, calling for the need to satisfy 
requirements across multiple dimensions.   As a result of the 
resurgence of Patriot, a number of important benefits accrue for 
current and future Patriot partners such as Germany, Turkey, and 
others, providing expanded opportunities to meet those ever-
more-demanding sets of requirements.

Militarily:  First and foremost, more than $4B in multiple technology 
upgrades and enhancements have resulted in Patriot featuring 
state-of-the-art hardware, significantly improved performance 
and reliability, and reduced operational costs.  Moreover, the 
latest production upgrades will result in a much smaller footprint 
internally, thereby leaving additional capacity to develop future 
defenses against globally proliferating air and missile threats.

Economically:  Recent Patriot sales have re-opened production 
lines for newly designed Patriot systems, eliminating the need for 

costly production stops and re-starts, thereby lowering the system 
price.

Industrially:  Invaluable insights gained from experience with 
12 global Patriot partners have enabled creative industrial 
participation and offset strategies that meet—and often exceed—a 
partner’s expectations.

Make no mistake, our first obligation is and always will be to ensure 
that the combat-proven Patriot system continues to represent the 
best available answer to the air and missile defense challenges 
facing current and future Patriot partners.  But without the 
capability to actually build and maintain the system, technology is 
just an abstraction on a white board or a computer screen.  That’s 
why building global partnerships will continue to be central to the 
resurgence of Patriot, which in turn will be central to improving 
the ongoing strength—military, economic, and industrial—of the 
entire Patriot community.

Joseph (Skip) G. Garrett III is vice president and deputy of Patriot 
Programs at Raytheon Integrated Defense Systems (IDS). In this 
role, he is responsible for a wide range of IDS domestic and 
international Patriot programs and initiatives. Prior to join-
ing Raytheon in February 2001, Garrett had a distinguished 32-
year career in the U.S. Army, retiring with the rank of major 
general. His last assignment before retirement was principal 
director of European and NATO policy in the Office of the Sec-
retary of Defense. During combat operations in Desert Shield 
and Desert Storm, he commanded the Patriot missile units of 
the 11th Air Defense Artillery Brigade in Saudi Arabia.  
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The Empire Test Pilots’ School 
Learn to test – test to learn
By Douglas Millard

The Empire Test Pilots’ school was the first of its kind anywhere 
in the World – and many would still argue the best.  Formed in 
1943 at Boscombe Down in Wiltshire, England, today it remains 
the cornerstone of the United Kingdom Ministry of Defence’s (UK 
MOD) flight test training.  

The RAF and the military’s involvement in the school has 
always been strong, and today the school still boasts a military 
Commandant - currently Commander Philip Hayde RN, a Fleet Air 
Arm Harrier pilot and himself a past pupil.  

On completing his course he put into practice what he learnt 
during his time at the school and then was invited to return and 
undertake his current role of running the school and passing on 
the extensive knowledge and instructional skills he had gained to 
the next “generation” of candidates.  

The school was originally set up at the suggestion of a senior RAF 
officer, Air Marshal Sir Ralph Sorley who saw the need for high 
standards to be guaranteed when it came to flying procedures 
and safety when undertaking test flying activities.  Lives were 
being lost and it was not simply good enough to be a good pilot 
or engineer; additional skills were needed to understand and 
translate the test flying into engineering data so that future 
design and integration could be achieved to precise, repeatable 
and exacting standards. 

“The famous motto of the school is Learn to test – test to learn,” 
stated Cdr Hayde, “but while the Empire Test Pilots’ school has 
kept much of the heritage it is very different from what it once 

was.  That said, it still looks to meet and adapt to the future  
requirements and meet the ever changing need for qualified test 
pilots with the knowledge and skill they need to perform at the 
highest level.”

The school is now operated as a collaboration between the 
MOD and QinetiQ, known for the technical advice and support 
it provides to customers in the global aerospace, defence and 
security markets. By using MOD Boscombe Down, the ETPS has 
access to the necessary facilities required to operate including the 
extended runway, control tower and other military infrastructure.  
QinetiQ maintains the associated equipment, land and buildings 
which it delivers under an established agreement that ensures 
that they and the school continue to meet the current, evolving 
and future needs of the armed forces. 

The premier ETPS course is the one year “long” course that 
starts each January and can take around a dozen already well 
seasoned pilots and a further dozen flight test engineers.  Places 
are fiercely contested as being a graduate of ETPS means you will 
have achieved the very highest standard in the profession.  In 
addition to taking students from the UK, ETPS also accepts them 
from overseas.  The school also has an active exchange student 
programme with the three other globally recognised flight test 
training schools.

“The UK taxpayer currently funds nine places at the school for 
test pilots each year but in order to supplement this and ensure 
the course is viable, QinetiQ then looks to secure a number of 
fee-paying students from military and commercial customers 

Saab JAS39 Gripen
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from around the world,” continued Cdr Hayde. “This means 
that appropriately skilled and security cleared students from 
Commonwealth and other nations can access one of the top 
courses in the world and gain the experience and skill they seek 
in return for supplementing the overall cost of the course.”  

Students, with the relevant experience and expertise apply to 
focus on either a fixed wing syllabus, which includes both fast 
jet and heavy elements or a rotary aircraft syllabus to become 
either a test pilot or the equally important flight test engineers.  
Candidates must be “above average” even to apply and probably 
be a qualified weapons instructor or a four-ship lead if their 
background is in fast jets; a tactical lead or qualified helicopter 
instructor if they come from transport or helicopters. 

They then need to pass the rigorous entry board, held each Summer, 
where they are interviewed on their academic qualifications and 
undergo a series of tests to ensure they have the right motivation 
and what it takes to take on this demanding course and eventual 
role.  So the course is not for the faint hearted or work shy.  Each 
student will have a full and demanding schedule every day and 
probably just one day off a week.  During their time they will 
get to intimately know and fly around 20 aircraft types in their 
particular area of specialism and develop the critical approach 
necessary for test flying and the ability to articulate their opinions 
on any aircraft and its systems.  In total each ETPS student notches 
over 125 hours of flying during the year but this is probably one of 
the easier elements of the course.

A number of the aircraft used by the school are actually owned 
by QinetiQ and encompass a variety of types currently or formerly 
operated by the RAF and other UK services.  Some of these will be 
quite familiar to recent pilots like the Tornado F3 or the Hawk, or 
the A109E Power helicopter, the Sea King and even Gazelles;  the 
fleet includes heavy aircraft like the BAC 1-11 which, although 
showing its age, can still offer significant challenges.  

“Keeping the fleet of aircraft available would be a daunting 
task for many,” stated Mark Greenfield, QinetiQ’s Director of 
Aerospace Training for ETPS, “but we thrive on the challenge.  
We are asked to continually put a variety of ‘adapted’ aircraft 
into the air to test the students to their limits while also ensuring 
that they are always safe to fly.  But our team of skilled avionic, 
mechanical and systems engineers and technicians are more than 
up to the challenge.”

Students also get an opportunity to fly in aircraft like the Basset 
CC1 which offers variable stability capabilities, an Andover C1 
and even a Harvard. Then there is the more unusual like the 
former Luftwaffe Alpha Jet As – purchased when the RAF’s Hawks 
were showing potential fatigue issues to safeguard operational 
requirements – but are now a popular platform as they are 
distinctly overpowered having been built as a light attack aircraft 
and now flown devoid of stores. 

Add to this the other civilian and military aircraft that are brought 
in during the course, which on the fixed-wing course include 
everything from a Popham-based Yak-52, to one of Air Atlantique’s 



29 Common Defense Quarterly

Programs

veteran DC-3s or a Hunter T8 through to the Pilatus PC-21, an 
advanced turbo-prop trainer with a brand new glass cockpit 
and the “fly-by-wire” Airbus A320.  Likewise students from the 
rotary-wing course sample a similar range of ancient and modern 
machines ranging from the Mil Mi-2 and Bell 47 to the Chinook, 
Merlin, Lynx and Apache.

The flight test engineer students work alongside the pilots and 
together undertake the various tasks. These range from first doing 
the initial research through to planning every exacting stage of a 
test flight, and once the flight is over writing back a clear, concise 
yet completely thorough report which details every aspect of the 
work done so that the ground engineers and systems developers 
understand what is possible and how to implement the solution.

On top of all the aircraft ETPS make available in the UK it also 
arranges for students on occasions to gain access to more exotic 
aircraft.  These include a Bell 412 in Canada that can simulate a 
number of different types of aircraft and handling characteristics.  
Students on the course also gain access to an advanced systems 
jet and typically gain around 10 hours in the cockpit flying this 
aircraft. In recent years this has meant arranging trips to Sweden 
to fly a Saab JAS39 Gripen and this approach to accessing the 
latest aircraft types is set to continue. 

Equally important are the instructors.  The tutors are a mixture 
of serving and retired military personnel from all three services 
and some overseas air arms.  As things currently stand, of the 
nine fixed wing test pilot tutors, six are serving military including 
three from the RAF, with one RAF pilot tutor amongst the rotary-
wing instructors. QinetiQ also has an extensive team that ensure 
that the aircraft that ETPS require for its operations are available 
and maintained as necessary. The aircraft remain QinetiQ assets 
but retain military serial numbers and are therefore regarded as 
military registered aircraft.

The long course culminates with a series of assessment reports, 
delivered to an audience of overseas air attachés, senior 
commanders, team leaders and other experts.  These reflect 
the students’ ability to get to grips with an aircraft they have 
never piloted or worked on before.  They are given two weeks for 
planning and a further two weeks for flying.  The F/A-18F Super 
Hornet, C-27J Spartan and Eurocopter Tiger are amongst the types 
used recently.  They then have to write a detailed assessment on 
the aircraft in just one week.

“The students really feel the pressure, particularly during the last 
couple of days” stated Cdr Hayde.  “They then have a week off 
prior to giving that all important presentation.  This is when you 
get to see all the hard work has made a real difference and the 
standard of the candidate you are about to graduate stand tall 
against those that have gone before.”  

On successful completion of the long course ETPS graduates are 
a sought-after elite and qualified to conduct experimental and 
development test flying on aircraft requiring development or 
clearance to international civil or military specifications.  But it’s 
not just about this one “flagship” course.  

Throughout the year a series of Diploma courses are run at ETPS, 
which last three months and are specifically aimed at military and 
civil pilots and engineers.  Typically the candidates are engaged 
in aircraft development, production and acceptance programmes 
for which they are required to plan, conduct and report on flight 
test within a cleared envelope. Similarly, it equips them to assist 
experimental flight test professionals on more complex and 
challenging programmes.  Each Diploma course includes practical 
flight test experience on a variety of aircraft and include around 
25 hours of flying time and an intensive classroom element.

Similarly a series of informative shorter courses also exist some 
lasting under a week – but still to the same exacting standards 
and again attracting high calibre students. The topics range from 
operating unmanned aerial systems, which is a rapidly growing 
requirement for a number of armed forces around the globe, 
through to safe cargo handling for transport aircraft.  These 
shorter courses also enable a whole variety of pilots, flight 
engineers and the like to experience the ethos for which ETPS has 
become so well regarded.

And in closing Cdr Hayde said: “Ask any student who has completed 
the year “long” course if he would do it again and the answer 
would probably be no – but ask them if they thought it was the 
best course they had ever done and if they would recommend 
others try to sign up – the answer would be a resounding yes.”

For further information please contact QinetiQ’s Director of 
Aerospace Training for ETPS, Mark Greenfield at MDGreenfield@
QinetiQ.com
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CDQ: What were the key issues you had to deal with on arrival in 
Washington?

THK: Norwegian contributions to the NATO-operation in 
Afghanistan, especially the possibility for further Norwegian 
Special Ops detachments, was one issue of high importance when 
I arrived. Fortunately this was an issue that could be resolved to 
the satisfaction of the US, and its allies. Other issues were the 
Global War on Terror (GWOT), Border Security, and international 
defense cooperation.

CDQ: Norway is a very active partner in NATO.  Can you describe 
key mission areas?

THK: The Norwegian defense force has been through a substantial 
transformation during the last 10-15 years. From a Cold War type 
territorial defense based on the mobilisation of a considerable 
number of “Citizen Soldiers”, to a smaller, leaner expeditionary 
type defense force based on modern high tech equipment, and 
professional soldiers. Conscription still exists, however, but now 
more as a recruitment pool for the standing forces, and as an 
important reminder to the Norwegian people that the defense 
of our freedom and sovereignty is a commitment for the whole 
society. 

The key mission areas today is basically to maintain stability in 
our own backyard, at the same time as we contribute to COIN 
and GWOT globally. The first key mission requires the Norwegian 
defense force to be able to maintain Situational Awareness(SA) 
in a large area of interest in the High North, and to be able to 
respond rapidly to any security and defense related incidents and 
crisis. To achieve this we have invested in new equipment and 
technology, especially in the Navy and the Air Force. The Navy 
has new frigates and coastal corvettes, and the Air Force has MLU-
upgraded F16s, upgraded P3 Orions with new wings, avionics and 
sensors and the Norwegian Advanced SAM System(NASAMS) (with 
the ground launched version of the AMRAAAM), and the Air Force 
will in a few years also replace the F16 fleet with the F35 Joint 
Strike Fighter(JSF).

The other key mission requires the defense force to be able to 
deploy relevant capacities to coalition operations worldwide. 
Afghanistan is currently our main area of operation, but we have 
also been involved lately in anti-piracy operations in the Bay of 
Aden, and UN-operations in Africa. These contributions have been 
pushing the Norwegian Army and Special Forces to their limits 
due to a very high op tempo not unknown also to other western 
countries these days.

Norway has always strived to be a reliable alliance partner within 
NATO. During the Cold War we held a very strategically important 
northern flank against the Warsaw Pact, today our emphasis is on 
NATO’s Out of Area engagements as well as the continued focus on 
Art 5. Norway is following the work with the new NATO Strategic 
Concept very closely, and supports the need for NATO reform. We 
have also initiated a debate about the requirement for a renewed 
focus on the Alliance’s Art 5 commitment. This does not mean 
that we advocate an end to the Out of Area ops, but rather that 
we encourage NATO to also be prepared for challenges closer to 
the Alliance’s territory. One practical measure could be to link the 
already established national HQ’s to the NATO Chain of Command 
to add more regional knowledge and SA to NATO as a whole. 
One example is the Norwegian Operational HQ in Bodoe which 
maintains on a daily basis a situational awareness of every security 
challenge in the northern European region ranging from potential 
environmental disasters to terrorism and the more traditional 
military threats. Linking this HQ to NATO would enhance NATO’s 
ability to plan for contingencies and respond accordingly if a 
situation should occur that warrants a NATO response. 

CDQ: Norway, for a small country, has a considerable 
technological capability much in use with U.S. forces.  Can you 
say something about this? 

THK: Norway has a small, but quite advanced, defense industry 
with a whole range of very capable niche products. Some of these 
have been procured also by the US armed forces. The biggest 
success story so far has probably been the Kongsberg Protector 
family. This is a very advanced weapon station system for use on 
armored vehicles, giving the crew the ability to deliver precision 
fire from a locked-down position. The weapon station integrates 
high-tech sensors and computer systems with a whole range of 
guns of different calibres. This system has been sold to 17 nations 
worldwide, and the US Army has awarded KDA a 1,3 billion $ 
contract to supply the Stryker brigades with this capability.

CDQ: Have you more capability in the pipeline on offer?

THK: KDA is pushing hard these days for their Naval Strike Missile 
(NSM) and the air launched version Joint Strike Missile (JSM). 
The NSM has already been chosen as the main surface-to-surface 
weapon for the new Norwegian Fridtjof Nansen-class frigate, and 
has been sold to Poland. The US Navy has also indicated some 
interest. The JSM is being developed based on a requirement from 
the Norwegian Air Force for integration on the F 35. It is a unique, 
and so far unmatched, capability which can be used both for 
anti-shipping and land targets. It is to my knowledge the only 5th 
generation strike missile under development. This product is also 
being offered as a common solution for all the partner nations 
with similar requirements. 

KDA has also developed the earlier mentioned NASAMS in 
cooperation with Raytheon, and this system has been sold to 
Finland, Spain, Greece, and the Netherlands, and US Army has 
indicated interest for the concept.  In addition to KDA’s initiatives 
we also have NAMMO offering a new 25mm APEX ammunition for 
F35.    

Interview  with Major General Tom H Knutsen, RNorAF 
Defense Attache, Royal Norwegian Embassy
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CDQ: Can you say something about Nordic industrial 
cooperation?  To outsiders the choices seem Quixotic.

The cooperation between the Nordic countries related to the 
defense sector is more than just industry and technology. It is 
based on our common history, cultures, languages, open borders 
and other factors creating close bonds between us. Independent 
of different choices with regard to alliance memberships we have 
for decades had close relations with our Nordic partners also 
concerning security and defense issues. Military cooperation has 
recently also been driven by economic necessity. Smaller nations 
will in the future not have the capacity to maintain a diverse 
military structure capable of undertaking the full spectrum of 
military operations as individual countries. They will have to 
cooperate to do this, and the Nordic Defense Cooperation is 
exactly an attempt in creating a framework for such cooperation 
within operations, logistics, education, training and exercises, 
and defense industry. This cooperation is not intended to replace 
existing NATO-membership, but rather to facilitate the ability to 
provide more effective multi-national capabilities that can be 
used by both NATO, EU or the UN if so required.

CDQ: Norway is an investment partner in JSF.  It is expensive.  
Is it likely to yield the anticipated benefits - industrially, 
financially and capability-wise?

THK: Let me answer the capability part first. We firmly believe, 
and this was well supported by the extensive scenario-driven 
simulations performed by the Norwegian Defense Research 
Establishment and the Norwegian Air Force prior to the 
governmental decision to replace the F16 fleet with the F35, that 
the F35 will be a great success in terms of its capabilities. It is 
a true 5th generation fighter, which is stealthy, and can utilize all 
state of the art network centric technologies to maintain SA, and 
deal with different threats both in the air, on land and at sea. It 
should also be noted that the integration of JSM is for us a vital 
element in reaching the overall capability goals. 

In terms of cost there is of course a worry these days that cost 
estimates are increasing, and an uncertainty with regard to how 
this will impact on the Norwegian planned procurement from 
2016. However, we have anticipated that this can happen, and 
our cost estimates have some risk factors built in. 

The industrial benefits for Norway has until now yielded results 
far from the expected. The Nor MOD is therefore working with 
Lockheed Martin, DoD and Norwegian companies to improve the 
output. This means that the Norwegian companies have to prove 
that they represent “Best Value”, and we believe that JSM should 
be a relevant contender to that effect. 

CDQ: Is there a sharing of defense and humanitarian resources 
in expeditionary capability; and disaster relief?

THK: The sharing of defense and humanitarian resources in 
operations is a difficult issue both domestically and in stabilization 
operations. There will always be questions about legality, ethics, 
and effectiveness. However, Norway has come a long way in recent 
years to facilitate the use of military resources in civilian disaster 
relief. Especially the Home Guard, Air Force SAR capabilities and 
the Coast Guard can be used in such operations. They will then 
be in support of civil authorities for the duration. In stabilization 
operations, like Afghanistan, you have a constant debate over the 
lack of coordination between the military and civilian efforts. 
Some civilian agencies, and NGOs, even refuse to be coordinated 

because they fear that their impartiality may be compromised if 
they are seen working to closely with the military. On the other 
hand, the civilian relief efforts will not be possible unless the 
military can provide a degree of security in the area. 

CDQ: How is Norway approaching Arctic accessibility and 
increasing competing claims for recoverable resources?

THK: The melting of the Polar ice cap will constitute a whole 
range of security challenges, the increased access to fossil fuel 
and minerals being one of them. However, the UN Convention 
of the Law of the Sea (UNCLOS) has an established regime for 
how to handle land claims, and this is now being used by those 
countries bordering to the Arctic which have ratified this treaty. 
The US has not ratified UNCLOS, and will consequently be left out 
of this peaceful approach to resolving any disputes over claims, 
and this is a growing concern. Norway and Russia recently also 
resolved the last dispute over ocean territory in the Barents Sea, 
which means we have no longer any outstanding border disputes 
with our neighboring countries. However, the possibility for new 
Sea Lanes of Communications (SLOCs) to open up will of course 
entail a whole range of new common security challenges. The 
Norwegian focus is now to engage with the other Arctic nations to 
find workable solutions to these common challenges ranging from 
environmental disasters to piracy and terrorism. We have very 
constructive dialogues with all the Arctic nations, including the 
US and Russia, regarding capacity building, training and exercises, 
to ensure that the future of the region is based on peaceful 
coexistence and exploitation of natural resources, rather than 
competition and conflict. 

CDQ: Joint training and exercises with U.S. and NATO forces 
are a key component for effective defense, but costly.  Are 
there acceptable computer generated alternatives?

THK: There exists today very advanced computer generated 
training and exercise systems covering all levels from individual 
soldiers to the strategic/political level. They have all become 
very sophisticated in terms of creating “virtual realities” that 
emulates the real world, and they constitute a tremendous cost/
benefit reward. However, in my experience they can never replace 
live training and exercises 100%. There are certain aspects of 
warfare that is hard to simulate, Clausewitz called it “Friction” 
and “Fog of War”, the uncertainty, the irrational factors, the 
Murphy’s Law, that can only be experienced to some degree if 
you put real troops and equipment in the field. For instance to 
move an artillery battalion from A to B in a simulated battlefield 
environment will normally be executed by the computer based on 
some parameters put in by the programmer and will be estimated 
to take X hours. In reality the move could be hampered by a whole 
range of factors ranging from bad weather to exhausted soldiers. 
This is not so easy to simulate 100%, and military officers need 
to be exposed to some of these real world problems involving 
real people and equipment in a training exercise before they 
encounter them on the battlefield.

Let me say as a conclusion, the transformation of the Norwegian 
Armed Forces is now for all practical purposes in its last phase, 
and it is considered to be a success. However, the challenge for 
the future will be to maintain the high level of proficiency, and the 
emphasis on high tech capabilities required for the full spectrum of 
operations. For a small nation this will only be possible if we keep 
close links to our friends and allies, and continue to develop our 
capabilities in cooperation with other like minded nations. 
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CDQ: My uniformed service with the UK’s Royal Signals ended 
over 50 years ago.  The technology at that time had hardly 
changed since World War I.  The developments since have been 
breathtaking.  AFCEA is at the center of this shift in warfighting 
capability.  I imagine you will have a close and continuing 
relationship with the new Cyber Command.

KRS: Information technology, particularly in the areas of 
communications, command and control, and intelligence, has 
changed dramatically and will continue to do so at an accelerated 
pace.  The efforts in cyber warfare and cyber security are serving 
to consolidate processes, research and product development 
across a broad spectrum of technologies.  The United States Cyber 
Command and the component cyber commands in the military 
services will focus such effort in the US Department of Defense.  
Parallel efforts are ongoing in the Department of Homeland 
Security to secure civil government and critical infrastructure.  
AFCEA will be involved with all of these players to help promote 
the dialogue among government, industry and academia.

CDQ: Can you say something about cyberspace as a domain as 
real as land, sea and air, and whether this is truly understood 
by the traditional defense communities and the wider public.

KRS: There is no doubt among those people inside and outside 
of government involved in cyber initiatives that cyberspace 
is as “real” a domain as those that are physical, and that the 
impact of attacks can be broader and as devastating as kinetic 
attacks.  Within government, both defense and civil, there is a 
growing awareness of the threat, but it is neither fully understood 
nor appreciated.  The general public is even less aware of the 
potential threat and impact.  Major events like the attacks in 
Estonia and Georgia have helped raise awareness, but many 
believe the United States will need to experience a “cyber Pearl 
Harbor” before the consequences are fully appreciated.  Much 
education is needed.  The difficulty with attacks in cyberspace 
is that attackers will look for the weakest point of entry into a 
network or system—and that will usually be the part operated by 
someone who doesn’t understand the problem and hasn’t taken 
the necessary steps to protect their assets.  What individuals like 
this don’t realize is that they are putting others at risk as well.

CDQ: Terrorists and revolutionaries seem to have a very agile 
grasp of capabilities commercially available for insurrection, 
and disruption.  How is AFCEA addressing these non-
conventional threats to peace and stability e.g. education, 
training, lobbying etc.

KRS: AFCEA can bring together government and industry to 
focus on efforts to counter emerging threats in this asymmetric 
environment.  Greater understanding by both government and 
industry of the problem and the potential capabilities to counter 
the threat will speed solutions.  We can do this through educational 
forums, workshops, and training.  We also bring attention to 
issues slowing acquisition of the means to counter the threat.  
This new enemy does not have to deal with acquisition rules and 
bureaucracy.  We can help find ways to speed the process within 
the current structure.  We do not lobby—our bylaws prohibit 
that.  We can help educate in Congress, but we do not advocate.  
We provide ethical forums where government officials, industry 
experts and the best minds in academia can advance knowledge 
and find solutions to preserve our way of life.

CDQ: In what sense is AFCEA an international organization?

KRS: We have two headquarters, one in Fairfax, Virginia, and 
one in Brussels, Belgium.  AFCEA is essentially a chapter-based 
organization, with 146 chapters and subchapters.  39 chapters are 
located in Europe, with at least one in each NATO member nation.  
In addition, we have nine chapters in the Pacific Rim, three in 
Canada, two in Central and South America, one in the Caribbean, 
and three in Southwest Asia.  We define our constituency as the 
global security community.

CDQ: Would you welcome the formation of chapters in India, 
Thailand, Malaysia, Brazil, South Africa etc.?

KRS: We welcome requests to create new chapters anywhere 
in the world where people want to participate in the dialogue.  
We cannot, however, operate chapters from the headquarters.  
We must have local volunteer leaders willing to coordinate the 
chapter activities and follow the bylaws and policies of AFCEA 
International.  We require a minimum of 25 charter members of a 
new chapter.  Defense and security have become global problems 
in this age of asymmetric warfare.  We need as many people as 
possible engaged in the pursuit of lasting peace.

CDQ: Does the initiative for international chapters come from 
you or from countries wishing to join?

KRS: It is really cooperative, working it from both ends.  The 
process usually starts with a few people wanting to start a 
chapter and willing to lead the launch.  It is supported from the 
headquarters, with work done locally to identify supporters, 
sponsoring industry and government support.  The initial idea can 
start from either government or industry, but both are needed to 
fully implement a successful chapter.

Interview with Kent R. Schneider, 
President & CEO, AFCEA
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CDQ: My interest in international chapters is that the 
evolution of technology and the introduction of new capability 
is happening all over with or without the investment of 
government research dollars.

KRS: You are absolutely correct that innovation knows no 
boundaries.  That is why an international approach is essential.  
Government research and development funding is declining 
all over the world, shifting more of the burden for R&D and 
technology innovation to industry.  Industry is responding by 
partnering internationally to leverage expertise and funding.  We 
have an opportunity in AFCEA to help facilitate these relationships 
and give governments visibility over industry progress.

CDQ: Given the limited funds available, where do you think, 
from your perspective, government investment of ever scarcer 
dollars can be placed?  Can it be left to Intel, Microsoft, and 
Google, for example?

KRS: Since government R&D investment is declining and more 
reliance is being placed on industry, including the companies you 
mention, it is more important than ever for governments to focus 
their internal R&D spending on those inherently governmental 
functions where there are no incentives for industry to invest. 
There are technologies that are so uniquely government oriented 
that industry cannot achieve acceptable returns on investment 
because the anticipated volumes are not adequate.  Government 
investment is also needed to adapt commercial products that 
industry will not modify at their expense because of limited or 
no commercial applications.  Given the constraints, government 
and industry need to be communicating on the priorities for and 
application of funding to R&D in both government and industry.  
AFCEA can facilitate this dialogue. 

CDQ: Do you see AFCEA as a change agent effecting a new cyber 
warrior class akin to that of the Army, Navy, and Air Force?

KRS: Cyber warfare is causing each of the military services and 
the defense establishment as a whole to bring together a number 
of technical and functional disciplines to address this warfighting 
domain.  With Cyber Command as the coordinating agent, each 
military service and agency will have to determine how they will 
participate in this multi-disciplinary effort.  There are technical 
and functional gaps that must be filled with training and education, 
but the biggest challenge will be integration of multiple cultures 
into a single cyber warfare community.  There is also a prominent 
cyber warfare role for civil agencies and industry.  AFCEA can be 
a change agent as this community comes together and can be a 
facilitator for dialogue among the many government organizations 
that must work together to create this new community. 

CDQ: Need cyber warriors be armed?

KRS: Cyber warriors must be armed with the tools necessary to 
operate effectively in this warfighting domain.  Their “weapons,” 
both defensive and offensive, will be largely non-kinetic, allowing 
them to defend their cyberspace and to respond when necessary.  
When cyber warriors are operating within another warfare domain 
(e.g., land battlefield), they may need to be armed with kinetic 
weapons as well.  

Kent R. Schneider, AFCEA’s president and chief executive of-
ficer, is a 26-year veteran of the U.S. Army Signal Corps. He 
comes to AFCEA from Northrop Grumman Corporation’s Infor-
mation Technology sector, where he served as president of the 
Defense Group, president of Northrop Grumman Information 
Technology Global, the International arm, and vice president 
of business development. After retiring from the Army in 
1994, Mr. Schneider became the director of C4I Initiatives at 
Litton PRC. His subsequent positions include defense systems 
director of Advanced Programs; general manager, Maritime 
and Ground Systems; vice president and general manager, C3I 
Systems; senior vice president and general manager, Defense 
Systems sector; and president, Defense Systems division.





Top 12 Canadian Defense Contractors 
Canadian Defense Review, 2008, “Canada’s Top Defense Companies”

GD Land Systems US light armoured vehicles

Lockheed Canada US systems integration,  
  information management 
  systems, electronic warfare

 L-3 Communications US aircraft modernization 
  and electronic systems

CAE Canada simulation and training

GD Canada US fire control, electronics, 
  lasers, sonar

Raytheon Canada US radar, naval support, C4ISR

Meggitt Training  
Systems Canada UK targets, unmanned vehicles

Thales Canada France naval systems, airborne 
  systems and ground support

Bombardier Canada civil and military aircraft, 
  military aircrews training

Rheinmetall Canada Germany battle management and air/ 
  land defense systems

Boeing US aircraft modernization

NGRAIN Canada training software, modeling,  
  simulation

Contractor   Owner Specialty   Contractor Owner Specialty

U.S. Prosperity Supported by Defense Trade with Canada The Integrated North American Defense Industrial Base

Canadian industry is closely integrated with U.S. 
industry. Many of the largest Canadian firms are 
U.S.-owned (see table on previous page).

One successful product of the integrated North 
American defence industrial base is the Light 
Armoured Vehicle (‘LAV’). The LAV III, 
introduced by the Canadian Forces in the Late 
‘90’s, is the basis of the Stryker family of wheeled 
infantry vehicles—the workhorse of the U.S. 
Army in Iraq and Afghanistan. These vehicles are 
manufactured in Anniston, AL, Lima, OH and 
London, Ontario.

Another example of the integrated supplier base 
is the cockpit of the Hawker Beechcraft T6-B 
trainer aircraft, depicted below and produced by 
CMC in Montreal, with key suppliers in both 
Canada and the U.S.

Hawker Beechcraft T-6 Basic Pilot Trainer aircraft (B variant) 
Featuring the Esterline/CMC Electronics (Montreal) glass cockpit with Head-Up Display in service with the USN, 
USAF, Canadian Air Force and other Allies.

Operational, Mission and Navigation Software
Vendor: Esterline CMC Electronics
Shipped from: Quebec

Operational, Mission and Navigation Software
Vendor: Esterline CMC Electronics
Shipped from: Ontario

Operational, Mission and Navigation Software
Vendor: Esterline CMC Electronics
Shipped from: Illinois

Tra�c Avoidance System
Vendor: Honeywell
Shipped from: Kansas

VOR/ILS
Vendor: Chelton
Shipped from: Arizona

Multi-Function Displays
Vendor: Esterline CMC Electronics
Shipped from: Ontario

Radar Altimeter
Vendor: Honeywell
Shipped from: New Mexico

ADF
Vendor: Chelton
Shipped from: Arizona

DME
Vendor: Chelton
Shipped from: Arizona

Integrated Avionics Computer
Vendor: Esterline CMC Electronics
Shipped from: Quebec

Inertial Reference System
Vendor: Honeywell
Shipped from: New Mexico

Audio System
Vendor: Northern Airborne Technology
Shipped from: British Columbia

Transponder
Vendor: Honeywell
Shipped from: Kansas

UHF
Vendor: Honeywell
Shipped from: Kansas

VHF
Vendor: Chelton
Shipped from: Arizona

Engine Data Monitoring
Vendor: Honeywell
Shipped from: Kansas

Back-Up Flight Instruments
Vendor: L3-Communications
Shipped from: Michigan

Up-Front Control Panel
Vendor: Esterline CMC Electronics
Shipped from: Quebec

Head-Up Display
Vendor: CMC Electronics, U.S.A.
Shipped from: Illinois

Soldiers from the Royal Canadian Dragoons drive their  LAV III along the edge of the Registan 
desert near the Canadian Forward Operating Base, Spin Boldak, Afghanistan

The first purchase under the Canada First Defense Strategy was a fleet of four C-17 heavy transport aircraft, providing Canada with 
strategic airlift capability for military and humanitarian missions

Canada is a major market for U.S. defense exports. Since 2005, 
43% of Canada’s major military procurements (over $100 
million) has been awarded to U.S. companies. Another 39% 
has been awarded to Canadian subsidiaries of U.S. firms.

Initial acquisitions for the Canada First Defense Strategy 
include: C-17s (Boeing), Chinook helicopters (Boeing), 
C-130J aircraft (Lockheed Martin), additional combat 
vehicles, UAVs, and other defense material. The first round 
of outlays under this program will cost $28.7 billion, of which 
$15.3 billion (54%) will go to U.S. companies.

Canadian defense firms are providers of leading edge 
technologies, especially in the areas of simulation and training, 
remote sensing, surveillance and intelligence, munitions, 
avionics, and defense electronics. Most of these products 
contain substantial U.S. content.

Canadian defense-related products sold to the U.S. are in large 
part “re-imports” of U.S.-made components and subsystems. 
Canadian exports to third countries also have high U.S. 
content, thereby generating additional sales of U.S.-made 
components and subsystems for U.S. suppliers.
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Partners in Defense and Security

A Long Partnership

CANADA 
Canada and the United States: 
                        Defense Trade and Security Partners

The U.S. and Canada are partners in the defense of North 
America and in global security.  We have built a strong defense 
and security relationship underpinned by the most integrated 
industrial base in the world. Many Canadian companies are 
U.S.-owned. High quality research, aggressive development, 
effective manufacturing and comprehensive in-service support 
of our militaries’ platforms require a continuing focus on this 
integrated industrial base.

Canada has committed to a $395 billion Canada First Defense 
Strategy that will modernize the Canadian military. This will 
enhance the role of the Canadian Forces as a partner of the U.S. 
in global security operations. 

January  2010

CANADA–UNITED STATES

Friends  Partners  Allies

Under the 1956 Defense Production Sharing Arrangement 
(DPSA), the provisions of the Buy American Act were waived 
allowing Canadian industry to compete with U.S. firms for 
defense contracts on a normal, commercial basis. In exchange 
for this access, Canada assumed primarily a subcontracting 
role, buying its major weapons systems from the U.S.

The DPSA outlines the special reciprocal defense procurement 
arrangement with the Government of Canada, whereby the 
Canadian Commercial Corporation, Canada’s international 
contracting agency, acts as a prime contractor to guarantee and 
administer all U.S. defense contracts with Canadian companies 
over USD $100,000. (DFARS 225.870)

In addition to the DPSA, there are more than 600 formal 
agreements between the two countries. The U.S. Department 

of Defense recognizes the unique nature of the Canada–U.S. 
defense economic relationship in its policy objectives to:

Promote a strong, integrated and more widely dispersed •	
defense industrial base in North America;
Remove obstacles to the free flow of defense equipment •	
trade; and
Give equal consideration to the offers of sources in both •	
countries for defense procurement.  
(Instruction No. 2035.01 — Defence Economic Cooperation 
with Canada — 27 Feb 2006)

 
Also, in the U.S. Code, the term “national technology and 
industrial base” is defined to include Canadian firms.  
(10 U.S.C. 2500(1))

Canada and the U.S. are currently collaborating on two major 
acquisition programs—Countering Improvised Explosive 
Devices and the Joint Strike Fighter—plus numerous 
long-term service support and defense research programs. 
The photo below epitomizes the U.S.–Canada defense 
partnership. In January 2009, the U.S. Army diverted six of 
its Chinook D model helicopters to provide Canada with 
medium lift capability in Afghanistan. Through outstanding 

cooperation between U.S. and Canadian government and 
industry principals, this foreign military sales acquisition was 
completed in nine months to meet an urgent deadline. This 
capability was essential to the continuation of Canada’s mission 
in Afghanistan. Soldiers’ lives also have been saved by the 50 
Mine Resistant Armored Protection Vehicles that Canada has 
purchased from U.S. companies beginning in August 2007 
(with more on order).

Partners at Home—Allies Abroad

U.S. Recognition of Canada in Acquisition  
Law and Regulations

The U.S. and Canada have shared responsibility for the defense 
of North America since World War II. The comprehensive 
network of existing arrangements on defense production 
and trade originated during World War II, when the two 
governments decided to pool industrial resources to increase 
the effectiveness of the Allied war effort.

NORAD, the North American Aerospace Defense Command, 
celebrated its 50th anniversary in May 2008. Under NORAD, 
U.S. and Canadian defense officers work 24/7 side-by-side 
identifying threats to North American airspace. On 9/11, 
this partnership allowed us to quickly ground civilian aircraft 
and establish combat air patrols, working with the FAA and 
Transport Canada. In May 2006, the NORAD Agreement was 
renewed in perpetuity adding a maritime warning function. 

Since 1995 (UN sanctions against Iraq), Canadian Navy 
frigates are fully integrated into several U.S. Navy Carrier and 
Expeditionary Strike Groups during critical training and sanction 
enforcement operations, freeing U.S. ships for other essential tasks.

Canada is America’s staunch ally in Afghanistan—over 2,800 
Canadian troops are performing stability and security operations 
in the dangerous southern region. Since 2001, over 25,000 
Canadian Forces personnel have been deployed to Afghanistan as 
part of the UN-supported International Security Assistance Force 
and Operation Enduring Freedom missions. As of December 31, 
2009, Canada had lost 138 soldiers in Afghanistan.

Since 2002, the 24 Integrated Border Enforcement Teams 
strategically located along our border combine resources 
and personnel from the U.S. Immigration and Customs 
Enforcement, U.S. Customs and Border Protection, and  

the U.S. Coast Guard with the Royal Canadian Mounted Police 
and the Canada Border Services Agency in order to keep the 
border secure.

In 1985, Canada and the U.S. established a Joint Certification 
Program ( JCP) that allows contractors of each country 
streamlined access to the other’s defense installations and 
programs, which facilitates discussions and site visits in 
the early stages of acquisition programs. Over 20,000 U.S. 
contractors are currently enrolled in JCP.

In 2001, Canada’s Export Control List was harmonized with the 
U.S. Munitions List. At the same time, we revised our Export 
Permit Regulations to strengthen Canadian control over the 
re-export of U.S.-origin goods and technology from Canada, 
and introduced a Controlled Goods Program to regulate access 
to controlled goods and technology.

This Canadian Forces CF-18 is painted in celebration of the 50th Anniversary of NORAD.

U.S. Army officials provide Canadian troops with the first of six Chinook D model helicopters. Kandahar, Afghanistan, December 2008
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CDQ: What have been the main challenges facing USMC Systems 
Command during your time as Commander?

MMB: The biggest challenge has been rapidly responding to the 
needs of the warfighter as they adapt to a changing enemy.  
It’s come at a time when there’s been a significant increase in 
funding that has been executed by the Command; some of which 
came at the beginning of each fiscal year, both in our baseline 
appropriations and in either a bridge supplemental or an initial 
overseas contingency operations appropriation.  Then additional 
money came in June or July of each year in the form of a full 
supplemental or the full overseas contingency operations or OCO 
funding.  After receiving the money at different times during the 
year, trying to meet the needs of the warfighter and doing it in 
a rapid manner so that he had the equipment that he needed 
to conduct combat operations in theater have been the biggest 
challenges.

CDQ: Joint & Coalition operations are becoming increasingly 
important.  Does interoperability present particular problems 
for the Marine Corps?

MMB: My sense is that this question is probably better answered 
by someone in the operating forces, but given our ability to adapt 
and to work with coalition partners, which we demonstrated in 
Iraq and continue to demonstrate in Afghanistan, I don’t believe it 
presents any unique challenges.  We have to deal with the ability 
to transmit certain classified information and there are protocols 
and systems set up for that, but it doesn’t present any unique 
problems for the Marine Corps, as opposed to any other US armed 
force.

CDQ: Are there systems you would like to adopt which would 
make coalition operations easier?

MMB: Those sorts of things are being looked at by the operational 
commanders, as they sort through methods to transmit intelligence 
data from the US to the members of the coalition.  There may be 
equipment that we need to buy or field in order to do this, but 
the equipment all exists.  It’s a matter of arranging the various 
protocols and procedures, and that’s all being done by the folks 
in theater.

CDQ: What are the main issues facing the procurement 
community?  Is it contract law; money; technology transfer?

MMB: Each of those has its unique aspects.  Acquisition, in general, 
is highly regulated in statute and in policy, so an acquisition 
professional must have a broad range of knowledge so as not to 
run afoul of the law or of the regulations that are established by 
the DoD.  

We have been fortunate to have most of the resources that we’ve 
needed during the last six or seven years that we have been 
engaged in this conflict.  Congress has met our needs, for the 
most part.  Certainly there are always other things that people 
would like to buy, but I think we have gotten all we have had to 
have in order to fight.  

I don’t really consider technology transfer to be an issue.  There 
are a set of procedures by which the government of the United 
States protects some of its sensitive technologies and doesn’t 
leave them around the world, not so much because we don’t trust 
our allies – we have ways to get that technology to them – but 
there are some third parties that we would not like this to fall 
into the hands of.  So, we have the procedures to keep that in 
place.  

The significant growth in resources has made it challenging 
because the sheer volume of work that was required to keep up 
with it strapped our workforce.  Our folks have been at a dead 
sprint for seven years and they’ve worked really hard to make 
sure that we accomplish the mission of the Command.

CDQ: Working in coalitions must add complications.  Can you 
talk about how you are overcoming some of these?

MMB: I mentioned briefly already how the operating forces do it.  
From our standpoint, we have various memoranda of understanding 
or memoranda of agreements in place with our NATO partners and 
others that we frequently are allied with that allow us to have 
an ongoing dialogue with our counterparts in acquisition.  Then 
we have methods established in US law by which we can take a 
look at foreign equipment.  Principal among those is the Foreign 
Comparative Test Program, something we have used with great 
success here at MCSC.  

CDQ: In your time in Command, what equipment have you been 
able to secure from friends and allies, and how have these 
contributed to operational success?

MMB: We have been successful in getting foreign equipment into 
the hands of US users.  Though I won’t mention all of them, in 
2007, 2008, and 2009, project officers from MCSC won the DoD’s 
Foreign Comparative Test Program Manager of the Year.  In each 
case we were able to adapt materiel developed by our allies and 
bring it into what we do.  In 2007 it was an Urban Deployable 
Instrumented Training System made by Saab.  In 2008 it was a 
Multipurpose Tank Blade for our M1 tanks, which was developed 

Interview With Brigadier General Michael M. Brogan, 
USMC, Commander, Marine Corps Systems Command

A conversation prior to his Change of Command ceremony reflect-
ing on his time as Commander.
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by Pearson Engineering in the UK.  In 2009 it was a Multipurpose 
High Explosive Tank Round for our 120MM cannon on our M1 
tanks.  This round was developed by Rheinmetall in Germany.  
Some other things that we’ve done are some footbridges that 
we’ve used to span the canals in southern Afghanistan that come 
from Israel.  Recently we’ve purchased some BV-206 over-snow 
tracked vehicles from Hagglunds in Norway that will be used at 
the Marine Corps Mountain Warfare Training Center.  So we have 
been generally successful in getting foreign military equipment 
into the USMC.

CDQ: If companies have ideas that would make your lives easier 
how would they engage with your organization?

MMB: The best and cleanest way is responding to our Requests for 
Information (RFI) or Requests for Proposal (RFP), and the occasional 
Request for Quotation (RFQ).  That is very straightforward.  It 
allows them to then potentially compete for contract awards.  
But there are other opportunities to meet with us.  Every other 
year we host an event – Advanced Planning Brief to Industry – at 
the Baltimore Inner Harbor area, where all of our Product Group 
Directors (PGD) are present, along with may of their Program 
Managers (PM), and time slots are set aside to meet with industry 
partners.  There are trade shows such as Modern Day Marine, one 
of which is hosted here at Quantico, where they can come and 
display their equipment and make appointments to meet with the 
appropriate PM.  Finally, our various PMs and PGDs hold industry 
days when they have a specific need that they’re advertising 
for.  If it’s not something that is a known requirement to the 
USMC, then there’s that delicate balance between engaging the 
requirements community and us in the acquisition community.  We 
are only permitted to buy those things for which we have a valid 
requirement.  Sometimes it is just as good for a vendor to convince 
the Marine Corps Warfighting Lab (MCWL) or convince the folks in 
Marine Corps Combat Development Command (MCCDC) that what 
they have will fill a gap in the Marine Corps that’s identified in 
the Gap List, allow them to articulate the requirement, and then 
compete to fulfill that requirement.

CDQ: Can companies from overseas engage with you directly or 
would they more effectively do this through US industry?

MMB: This is a difficult question to answer.  Certainly there are 
times when we deal directly with overseas corporations.  It is 
often faster and easier if they are teamed with a US partner, 
particularly if that US partner is appropriately firewalled.  But it 
is possible.  Sometimes it’s difficult, as I mentioned, and this is a 
highly regulated and legislated business that we do in acquisition.  
There are numerous acts that advance US industry.  But there are 
exceptions to almost all of those laws, and if a foreign product 
meets one of those exceptions, then we can deal with them 
directly and do business with them without going through a US 
intermediary.

CDQ:  I believe you have successfully procured from a wide 
group of countries like Australia, Canada, France and the UK 
for example.  Are there any others?

MMB: Certainly Germany and Israel.  We have bought equipment 
from them.  The ones that you mentioned also are up there, but we 
look for opportunities to deal with any country. We’ve got to deal 
with the regulations and the law.  Sometimes those opportunities 
are a little far between and difficult, but we manage.  We do the 
best we can.

CDQ: Is there any foreign equipment you have acquired which 
have not first been employed by the military forces of the 
foreign supplier?

MMB: The only one that I’m aware of is our new 120MM Multipurpose 
High Explosive Tank Round.  We have not yet fielded that in the 
US.  We are in the process of buying it.  But my understanding 
of the timeline is that we will have fielded this round in the US 
inventory before it has been completely adopted by the German 
Ministry of Defense.  But most other pieces of equipment are 
already in service with our coalition partners or our allies prior to 
being used by the USMC. 
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Embassy of Albania    Col Viktor Isaku   Defense, Military, Naval & Air é

Embassy of Australia    Air vice Marshall Kym Osley Defense Attaché

Embassy of Austria    BGen Peter Resch   Defense, Military, Naval, Air Attaché

Embassy of Argentina    Brigadier Mario Baeza  Defense & Air Attaché

Embassy of the Republic of Armenia  Lt. Col Mesrop Nazaryan  Defense, Military, Naval & Air Attaché

Embassy of the Kingdom of Bahrain   Maj Abdulla Mohamed R. Alkhalifa Defense, Military, Naval & Air Attaché

Embassy of Belgium    BGen. (Air) Mike Delobel  Defense, Military, Naval & Air Attaché

Embassy of Brazil     Maj Gen Antonio Carlos Egito Defense & Air Attaché    
      do Amaral 

Embassy of the Union of Burma       Defense, Military, Naval & Air Attaché

Canadian Embassy    MGen Douglas W. Langton  Defense Attaché

Embassy of the Republic of Chile   RADM Marcelo Barbieri Wiedmaier Defense & Naval Attaché

Embassy of the People’s Republic of China  Mr. Ning Zhao   Defense Attaché

Embassy of Colombia    MGen Edgar Ceballos Mendoza Defense Attaché

Embassy of the Czech Republic   BGen Premysl Skacha  Defense, Military & Air Attaché

Royal Danish Embassy    BGen Joergen Jacobsen  Defense, Military, Naval & Air Attaché

Embassy of the Dominican Republic   MGen Andres Apolinar Disla Defense, Military, Naval & Air Attaché

Embassy of the Arab Republic of Egypt  MGen Mohamed A. Elkeshky Defense, Military, Naval & Air Attaché 

Embassy of El Salvador    BGen Julio Armando Garcia Oliva Defense, Military, Naval & Air Attaché

Embassy of Estonia    Col Meelis Kiili   Defense, Military & Naval Attaché

Embassy of Finland    CAPT Jaakko Henrik Savisaari Defense, Military & Naval Attaché

Embassy of France    MGen Gratien Maire  Defense Attaché

Embassy of the Republic of Georgia   Major Malkhaz Jamureli  Defense, Military, Naval & Air Attaché

Embassy of the Federal Republic of Germany RADM Karl W. Bollow  Defense Attaché

Embassy of Guatemala    Col Julio Cesar Lopez Montenegro Defense, Military, Naval & Air Attaché

Embassy of the Republic of Guinea   Col Mamadou Camara  Military Attaché

Embassy of Ghana    BGen Kwame Opong Kyekyeku Defense, Military, Naval & Air Attaché

Embassy of Greece    Col Taxiarchis Sardellis  Defense Attaché

Embassy of Honduras    BGen J. F. Ordonnez Barahona Defense, Military, Naval & Air Attaché

Embassy of the Republic of Hungary  Col Istvan Pasztor   Defense, Military & Air Attaché

Embassy of India     Brigadier Bhupesh Kumar Jain Defense & Military Attaché

Embassy of Indonesia     BGen Abdul Chasib  Defense & Military Attaché

Embassy of the Republic of Iraq   BGen I. Hussain Thereb Alsodani Defense & Military Attaché

Embassy of Israel     MGen Benjamin Gantz  Defense & Defense Cooperation Attaché

Embassy of Italy     MGen Gabrielle Salvestroni Defense & Defense Cooperation Attaché

Embassy of Japan     MGen Mitsuru Nodomi  Defense & Military Attaché

Embassy of Hashemite Kingdom of Jordan  BGen Ziad Hamdi Atallah Majali Defense, Military, Naval & Air Attaché

Embassy of the Republic of Kazakhstan  Col Assylbek A. Mendygaliyev Defense, Military & Air Attaché

Embassy of the Republic of Kenya   Lt. Col. Iya J. Gababo  Defense, Military, Naval & Air Attaché

Embassy of the Republic of Korea   BG Kim Kook Hwan  Defense Attaché

Embassy of Latvia     Col Juris Bezzebovs  Defense, Military, Naval & Air Attaché

Embassy of Lebanon    BGen Michel Haidamous  Defense, Military, Naval & Air Attaché

Embassy of the Republic of Lithuania  Col Antanas Jurgaitis  Defense, Military, Naval & Air Attaché

Embassy of Malaysia    Col Otham Bin Abdullah  Defense, Military, Naval & Air Attaché

Embassy of the Islamic Republic of Mauritania Col Mohamed Znagui Ould   Defense, Military, Naval & Air Attaché

Embassy of Mexico    BGen Cruz Isaac Munoz Navarro Defense, Military & Air Attaché

Embassy of Mongolia    Col Bayarsaikhan Dashdondog Defense, Military Attaché

Washington DC Embassy Defense Attachés
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Embassy of the Republic of Montenegro  Lt. Col Rajko Pesic  Defense, Military, Naval & Air Attaché

Embassy of the Kingdom of Morocco  Col Jawaharlal Layachi  Defense, Military, Naval & Air Attaché

Embassy of Nepal     Col Shamsher Thakurathi  Defense & Military Attaché

Royal Netherlands Embassy   Air Commodore Antoine Adriaan Defense Attaché 
      Herman De Bok

Embassy of New Zealand    Commodore David Vernon Anson Defense, Naval & Air Attaché

Embassy of Nigeria    Group CAPT S. Abubakar Dambo Military, Naval & Air Attaché

Royal Norwegian Embassy    RADM Trond Grytting  Defense Attaché

Embassy of the Sultanate of Oman   BGen Hilal Amur Hamood Al Hajri Defense, Military, Naval & Air Attaché

Embassy of Pakistan    BGen Nazir Ahmed Butt  Defense & Military Attaché

Embassy of Paraguay        Defense, Military, Naval & Air Attaché

Embassy of Peru     MGen Pedro Buleje Buleje  Defense and Military Attaché

Embassy of the Republic of the Philippines  BGen Antonio I. Supnet  Defense & Military Attaché 

Embassy of the Republic of Poland   BGen Leszek Soczewica  Defense, Military, Naval & Air Attaché

Embassy of Portugal    Col Antonio Temporaeo  Defense, Military, Naval & Air Attaché

Embassy of the State of Qatar   BGen Abdulrahman Ibrahim Al Defense, Military, Naval & Air Attaché 
      Hemaidi

Embassy of Romania    BGen Liviu Serban  Defense, Military, Naval & Air Attaché

Embassy of the Russian Federation   MGen Alexander Parshin  Defense Attaché

Embassy of the Republic of Rwanda   Col Ferdinand Safari  Defense, Military, Naval & Air Attaché

Royal Embassy of Saudi Arabia   BGen Amin M. A. Shaker  Defense Attaché

Embassy of the Republic of Serbia   Col Branislav Anocic  Defense, Military, Naval & Air Attaché

Embassy of Singapore    BGen Siak Kian Cheng  Defense, Military, Naval & Air Attaché

Embassy of the Slovak Republic   Col Jaroslav Gofjar  Defense, Military & Air Attaché

Embassy of the Republic of Slovenia  Col Ladislav Graber  Defense, Military, Naval & Air Attaché

Embassy of the Republic of South Africa  BGen Mogoruti J. Ledwaba  Defense & Air Attaché  

Embassy of Spain     RADM Javier Romero  Defense Attaché

Embassy of Sweden    MGen Jan R. A. Andersson  Defense Attaché

Embassy of Switzerland    MGen Urban Siegenthaler   Defense, Military, Naval & Air Attaché

Embassy of the United Republic of Tanzania  Col Emmanuel Edward Magangna Defense, Military, Naval & Air Attaché

Embassy of Thailand    Col Nothapol Boonngam  Defense & Military Attaché

Embassy of the Republic of Trinidad and Tobago LtCol Anthony W. J. Phillips Spencer Defense & Military Attaché

Embassy of Tunisia    Col Brahim Ouechtati  Defense, Military, Naval & Air Attaché

Embassy of Turkey    BGen Murat Yildirim  Defense & Air Attaché

Embassy of Turkmenistan    Lt Col Begench Gundogdyyev Defense & Military Attaché

Embassy of the Republic of Uganda   Col Leopold Eric Kyanda  Defense, Military, Naval & Air Attaché

Embassy of Ukraine    Col Yurri Syvokon   Defense Attaché

Embassy of the United Arab Emirates  Col Waleed Mohamed Abdulla Defense, Military, Naval & Air Attaché 
      Alshamsi

British Embassy      Air Vice Marshall Michael John  Defense Attaché 
      Harwood

Embassy of Uruguay    Gen. Sergio N. D’Oliveira  Defense Attaché

Embassy of the Republic of Venezuela  Col Alberto Lovera  Air Attaché

Embassy of Vietnam    Col Bien Dien Truong  Defense, Military, Naval & Air Attaché

Embassy of the Republic of Yemen   Col Taiseer Saleh Abdullah Saleh Defense, Military, Naval & Air Attaché

Embassy of the Republic of Zambia   BGen Jackson Dally Nsofu  Defense, Military & Air Attaché

Embassy of the Republic of Zimbabwe  Lt Col George Chinoingira  Defense, Military & Air Attaché
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Australia     David Marshall   Counselor Defence Materiel
     Michael Garrety   Defence Materiel Attaché
     Wg Cdr Peter Cluff  Director, FMS
     Malcolm Edwards   FMS Policy and Procedures Manager
     Peter Etherington   Director Finance and Business Liaison
     Mac McCuskey   FMS Finance Manager

Austrian Embassy    Col Leo Radlingmayer  Defense Cooperation Attaché

Argentina    Carlos Spinetto   FMS Program Director

Embassy of Belgium    Lt Col (Army) Luc Simoen   Defense Cooperation Attaché
Belgian Military Supply Office   Sr Capt Philippe Loots   Procurement Officer 
     Sr Capt Pascal Herman   Freight Forwarding Officer
     Sr Capt Patrick Bielen   Finance & Administration Officer

Brazilian Army Commission   Colonel Roberto Escoto   Chief
     Luis Baioni
Brazilian Naval Commission  Cdr Sergio Guida,   Head of Purchasing Department
     Cdr Mauricio Botelho
     Vivian Carvalho
Brazilian Aeronautical Commission  Col Rogerio Jose Mendes

Canadian Embassy   Col David Erickson  Defense Cooperation Attaché 
     Sandi Branker   Manager, FMS Procurement     
     Lynda Bolfek   Manager, Finance and Systems
     Dr. Jennifer Stewart  Director General, PWGSC- Washington, DC
     Ian Williamson   Senior Contract Officer
NAVICP Philadelphia   Maj Chris Dann   Canadian Liaison Officer

Chile     Maj Rodrigo Carreno
Chilean Air Force    Col Juan Hernandez

Royal Danish Embassy   Lt. Col. Per L. Rasmussen  Defense Industrial Cooperation Attaché
     Neils Olsen   Asst to the Defense Attaché

Finland     Capt. Harri Korhonen
     Lt Col. Kim Juhala  Asst.Def.Mil.Nav. & Air Attaché

Embassy of France   Col. Nicolas Hue   Defense Cooperation Attaché
     Lt.Col. Francis Mathiot  Procurement Officer

German Armed Forces Command  Capt Frank Anderheggen  FMS Branch Chief

German Liaison     Birgit Schulze 
Office for Defense Materiel  Arno Trebbin   Head of Economics & Legal Branch

Embassy of Greece   Major Christos Hatzinikolis Army Procurement Officer
     Major Georgios Kondylidis  Army Financial Procurement Officer
     
Embassy of Indonesia   Lt Col Anton Santosa  FMS Officer

Embassy of Italy    Lt Col Giovanni Genzano  Assistant Air Attaché
     Cdr Lorenzo Poliseno  Assistant Naval Attaché
     Lt Col Enrico Rinaldi  Assistant Army Attaché

Japan     Motohiko Kasai   Liaison Official, Equipment Procurement  Office

Foreign Government Buyers in DC of U.S. Defense and 
Aerospace Equipment
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Embassy of Korea   Lt Cdr Woosam Joo  Transportation Officer
     MAJ Kim, Kang S.   Army Logistics Attaché  
     Col Kim, Jong-Ryul  Defense Logistics Attaché
     MAJ Park, Yong-Suk   
     Kim Seok

Embassy of New Zealand   Sqn Ldr Stephen Hall  Defense Logistics Officer
     Terence MacKenzie  FMS Business Manager

Royal Netherlands Embassy  Ronald E. Genemans  Defense Cooperation Attaché/Chief Defense   
         Procurement
     Cdr. Martin Noordzy   FMS Procurement Officer for US Navy
         equipment/services
     LtCol Marc Slevens  FMS Procurement Officer for US Airforce
         equipment/services
     LtCol Rob Wildenberg  FMS Procurement Officer for US Army
         equipment/services
     LtCol Cor Diepeveen  Controller
     Raymond Bruyn   Commercial Buyer
     Theo Peters   Assistant Commercial Buyer
     Gonnie Hartley   Administrative Assistant
     Marian Blokland   Administrative Assistant

Royal Norwegian Embassy   Maj Ann-Karin Sondov  Assistant Air and Defence Cooperation Attaché

Embassy of Pakistan   Col Zafar I. Thathal  Attaché Defense Procurement (Army)
     Capt.M.Abdul Rehman Qureshi Attaché Defense Procurement (Navy/Air)

Embassy of the Republic of Poland  LCDR Konrad Szymansky   Assistant Defense, Military, Naval and Air Attaché

Embassy of Portugal   Col. Antonio Temporaeo   Defense, Military, Naval and Air Attaché 
     da Costa 

Embassy of Singapore   Gar Yin Hor   Head Defence Technology Office
     Kian Wee Tan  

Embassy of Spain    Col. Luis A. Boixareu  Defense Cooperation Attaché
     Lt Col Jose R. Velon   Assistant Defense Cooperation Attaché
     Lt Col Javier Echeverria  Assistant Defense Cooperation Attaché
     First Sgt. Juan P. Corregidor FMS Office Assistant
     
Embassy of Sweden   Anders Florenius   Counselor for Def. Industry Coop’n.
     Nils Johansson    Sr.Advisor, Def.Ind.Coop’n.
     Bjorn Uggla   Counselor for Defense Procurement 

Embassy of Switzerland   Hubert Steinhauser  Counselor, Defense Procurement

Embassy of Turkey   LCDR Atalay Ucar   Naval Supply Attaché 

Taipei Economic    Capt. Alex Chen   Chief, FMS Section 
and Cultural Representative Office  Lt Col Fisher Huang  Logistics Attaché
     Lt Col Yi-Chien Tsou  Staff

UK Defense Procurement Office  David Grace    Head FMS & Finance
     Willie MacMillan   FMS Case Manager
     George Spencer   Attaché Defense Equipment (Legal)
     
British Defence Staff Washington  Martin Neill   Counsellor Defence Acquisition and Technology 
     Paul Newbegin   First Secretary Defence Equipment (Policy & Trade)
     George Spencer   Attaché Defence Equipment (Legal) 
     Stephen Woodger  First Secretary Defence Equipment (Commercial)
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Round the Beltway

Defense MOU Attaché Group (DMAG) 
Members

21 countries with bilateral reciprocal defense pro-
curement agreements with the US.  Founded in 1986.   
“Parent” of the Foreign Procurement Group.  Meets 
monthly except for August

Australia

Austria

Belgium

Canada

Denmark

Egypt

Finland

France

Germany

Greece

Israel

Italy

Luxemburg

Netherlands

Norway

Portugal

Spain

Sweden

Switzerland

Turkey

United Kingdom

Chair: Ronald E. Genemans, MA, Defense Cooperation 
Attaché, Embassy of the Netherlands

Foreign Procurement Group Members

Washington DC-based group of countries that partici-
pate in Security Assistance; meets bi-monthly.  Cus-
tomer focal point on initiatives for Foreign Military 
Sales; founded Feb 1999 as a result of ‘FMS Reinven-
tion’.  Also considers other issues related to global de-
fense trade and international materiel cooperation. 
1999 –17 members, 2007 –33 members.

Argentina
Australia
Austria
Belgium
Brazil
Canada
Chile
Denmark
Egypt
Finland
France
Germany
Greece
Indonesia
Israel
Italy
Japan
Korea
Netherlands
New Zealand
Norway
Pakistan
Poland
Portugal
Saudi Arabia
Singapore
Spain
Sweden
Switzerland
Taiwan
Turkey
UK
Yemen

Key Washington, DC Embassy Groups engaged in 
International Defense Cooperative Activity

Chair: Dr. Jennifer Stewart, Director General, 
Defense Procurement, Embassy of Canada



F-16 refueling operation, Nov. 3, 2009
See the video at www.KC-45now.com.

GET REAL
What’s real? Our KC-45 tanker. It’s the only tanker in the Air Force competition that is in production, fl ying 
and ready now. By contrast, our competitor’s concept aircraft exists only on paper—an unproven design 
that’s never been built or fl own. Our warfi ghters deserve a real tanker—one that will be built here in the 
U.S., by tens of thousands of Americans. So let’s get real: KC-45. 

www.eadsnorthamerica.com
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Trusted Partner

Every day, Raytheon customers undertake vital missions across air, land, sea, space and cyberspace. Our mission is 
to provide innovative, integrated technologies across these domains to ensure customer success. Raytheon delivers 
proven and powerful solutions in four core markets — Sensing, Effects, C3I and Mission Support — that bring 
our Mission Assurance promise of NoDoubt™ performance to new levels. Our expertise means customers can trust 
Raytheon to deliver a true operational advantage, mission after mission. 

www.raytheon.com

© 2009 Raytheon Company. All rights reserved.  
“Customer Success Is Our Mission” is a registered trademark of Raytheon Company.


